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RUSSIA JOINS
SPACE MADNESS

n Monday 15 November, Russia launched a direct-ascent anti-satellite
(DA-ASAT) missile at its obsolete Cosmos-1408 intelligence satellite.
The destruction of that two-ton satellite created over 1,500 pieces
of trackable space debris in low earth orbit (LEO) - between 440
kilometres (248 miles) and 520km (323mi) above the planet - as well as
tens of thousands more smaller shards, according to US Space Command.
The action was regarded as so serious that NASA ordered the crew of the
International Space Station - orbiting at an altitude of 370km (230 mi) - into a
‘refuge’ for a couple of hours. France’s Defence Minister Florence Parly said that the
action was that of ‘space vandals'. This followed comments made by General James
Dickinson, US Space Command commander who called the incident “a deliberate
disregard for the security, safety, stability, and long-term sustainability of the space
domain for all nations.”
What was overtly demonstrated by Russia blowing up one of its old satellites in
space, adding tens of thousands of space debris to an already concerning problem,
was the high level of irresponsibility and an illogical lack of care for a domain that is
rapidly growing in commercial importance to every nation on earth.
It ranks alongside the deliberate and equally irresponsible destruction by China
of their own weather satellite - Feng Yun-1C - in 2007, by crashing their own kinetic kill
vehicle (reportedly based on a DF-21 ballistic missile) into it creating “40,000 pieces of
debris larger than 1 centimetre” according to the New Scientist publication (20 January
2007). This was done at an altitude of 865km (537mi).
The United States has also conducted its own anti-satellite tests including the
destruction of US spy satellite USA-193 in February 2008 using a ship launched RIM161 Standard Missile 3 at a height of around 247km (153mi). While most of the debris
entered earth’s atmosphere within a few months, the final pieces that had been blown
upwards only reentered over a year and a half later.
Space is now widely recognised as a military as well as civilian domain, with
many countries rushing to establish their own national ‘space force’ organisations.
However, blowing up anything in space when the lives of everyone on earth can be
serious effected is more irresponsible today than at any time in the past.
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Commander's Intent

OPERATING AT THE SPEED
OF RELEVANCE
Air Marshal Sir Gerry Mayhew, the Royal Air Force’s (RAF) Deputy Commander for Operations (DCOM
Ops) talked to Armada International during a busy tour of the Middle East about the changing nature of the
battlespace and how air power is adapting to meet new challenges.
By Jon Lake
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A

ir Marshal (AM) Gerry Mayhew is a high-time fighter
pilot, with almost 3,000
flying hours in his log book,
including more than 200 operational sorties over the Balkans and Iraq.
However, he realises only too well that the
operating environment has changed hugely
since he was in the cockpit, and that today’s
young RAF fast jet pilots – and his service face new and very different challenges. As
DCOM Ops, is the senior RAF war fighter
responsible for the conduct of air operations at home and overseas.
“The world is more uncertain,” Mayhew
believes, “and we cannot choose between
conventional defences against state-based
threat and the need to counter threats that
do not recognise national borders and
international norms and practices; we must
be able to do both. The domains in which we
are operating are becoming ever more complex and state-based competition and confrontation are becoming the norm. Played
out across a multi-layered and multi-speed
battlespace, activities are occurring across
physical, virtual, legal (and in some cases,
illegal) realms. As we are now required to

RAF Typhoons deployed on Op Biloxi,
the United Kingdom's contribution to
NATO's Southern Air Policing, at Mihail
Kogalniceanu Air Base in Romania, May 2021.

operate in an increasingly complex, and
dynamic strategic environment, with this
continuously blurred distinction between
‘peace’ and ‘war’, ‘home’ and ‘away’ and
‘state’ and ‘non-state’, this era of persistent
competition and sub-threshold engagement
means that our long-held assumptions and
solutions are challenged every day. Our
adversaries will engage in a continuous
struggle that involves all the instruments of
statecraft which aims to undermine our cohesion as partners and erode the resilience
of our people and our stance.”
Mayhew remains an enthusiastic
advocate for air power, pointing out that
the unique selling point of air power lies in
the fact that air forces are ready, and able, to
fight “across the continuum of competition
from co-operation through confrontation,
to conflict, and to do so at any time and
sometimes across several theatres in each
mission.
“That gives our commanders and
governments the choice and ability to act
and signal strategically on a global stage, at
range, at speed, precisely, with limited political risk and maximum political choice,” he
explained.
But while Mayhew acknowledges that
HQ AIR is continuing to explore how
synchronisation and coordination can help
Navy and NATO allies to achieve maximum
effect, he says that: “the first rationale for
us is to support a resilient homebase,” and
stresses the importance of Quick Reaction Alert (QRA) fighters conducting air
defence.
While Gerry Mayhew is at heart, still
a fast jet pilot, with tours flying SEPECAT
Jaguar, Lockheed Martin F-16, Panavia
Tornado and Eurofighter Typhoon, he takes
a much wider view, and is a convinced ‘Joint
Warrior’, keen to embrace multi-domain
integration. “Commanders will still have
to be able to transform strategic intent into
tactical effect through the orchestration
and integration of all land, air, maritime,
cyber and space capabilities,” he insists.
“We must continue to push how we
co-operate, co-exist and compete globally.
The RAF has been fully engaged with the
Royal Navy’s (RN) Carrier Strike Group, the
Army’s 16 Air Assault Brigade, Agile Combat
Employment (ACE), NATO assurance
across Europe and engaging throughout
with Air ISR and projection missions
around the world. All such activities require
robust co-ordination - and the Command
and Control (C2) architecture and command

relationships need to be well founded and
defined.”
Mayhew told Armada that the RAF’s
ASTRA programme is transforming the
service to meet future challenges. He says
that the RAF is mobilising and modernising
and will be a “next generation air force in a
multi-polar world.”
MULTI DOMAIN INTEGRATION
As part of the ongoing transformation, the
MOD and PJHQ (Permanent Joint Headquarters) are looking at the concept of having a UK Global Air Component Commander while No.11 Group is being restructured to
allow it to enable the RAF to holistically deliver Multi Domain Integration (MDI) and
operations that are intelligence informed
and effects led.
Mayhew highlighted the work of the
RAF Rapid Capabilities Office (RCO), in
continuing to innovate, exploit new technology, and pull through scientific research.
The RCO is responsible for the MDI combat
cloud that has been developed by the United
Kingdom to network all of its future aircraft
and other platforms, and this is now reportedly operationally ready. This is based
on the use of the Nexus (data platform),
Raven (a micro-virtualised server acting
as a virtual communications node) and a
cloud-based app called Deckard, and enables intelligence to be drawn from a variety
of sources (space-based, ISR aircraft, shipand land-based) and then processed in near
real time to provide a combined intelligence
picture of hitherto unrivalled detail.
The Nexus data platform will
allow multiple applications simple access to
a single river of information shared across
the network and across the classification
spectrum, including analytical and fusion
engines, some of them based on Artificial
Intelligence (AI).
Mayhew also mentioned the mesh
network – a self-healing communications
network designed to support the passing of
data between air vehicles, especially as part
of any swarming drone operations.
He is keen to stress that, as a service the
RAF already operates globally. “We might
not be persistent with the same platform
in the same place all the while. But as a
service, we're used to operating globally,”
he said, going on to explain that the service
has sufficient agility to be able to “do lots
of different things from a given location”,
using different assets and different people
to maintain the persistence, rather than
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Air Marshal Sir Gerry Mayhew is the Royal
Air Force’s (RAF) Deputy Commander for
Operations (DCOM Ops). He has over 3,000
flying hours and 200 operational sorties.

necessarily having a single enduring
deployment.
Mayhew believes that the key to success
lies in getting inside the enemy’s decision
cycle or OODA loop (observe–orient–decide–act), achieving a position where the
UK possesses a greater degree of information about the battlespace than its adversary, and then exploiting that information
more rapidly. At the same time, the UK must
prevent the enemy from obtaining any information that might give them combat advantage. This requires the UK to dominate
the electro-magnetic environment, Mayhew
notes. “One of the first considerations of
commanders should be how to dominate
the electro-magnetic environment and the
cyberspace domain as vital terrain so that
information, weapons, sensors and platforms can be deployed and employed in an
uninhibited and protected way.
“To do this we must recognise that
our operational success depends less on
exquisite individual capabilities, but more
on the strength of our connected network
of sensors, weapons systems, analytical
tools and critically, the decision makers,”
Mayhew said.

Escorting uninvited
intruders heading
towards the UK’s
airspace is still a vital
role for the RAF’s
Typhoon fighters on
Quick Reaction Alert.
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SHAPING THE DIGITAL
ENVIRONMENT
“As the DCOM Ops in the RAF, the ability
to both command and control in warfare is
critical and in these modern times the speed
of technological transfer and the amount
of data that we must process means that
current systems, networks and, dare I say
it, commanders’ ways of working, need to
modernise!”
Mayhew believes that the battlespace
that the RAF operates in must continue to
evolve to meet new threats. “We must build
and shape the digital environment of the
modern battlefield into the shape we need,”
he said.
Mayhew has said that there are four key
changes that need to factor into the RAF’s
approach to changing conditions: “Firstly,
the battlespace is now measured across
large distances, which requires the virtual
domain to bridge.”

“One of the first considerations
of commanders should be
how to dominate the electromagnetic environment and the
cyberspace domain…”
He has identified what he calls an
“increased desire to command and control,” often including multiple arms of
government and warns that this potentially
reduces the usefulness and capability of the
centralised control/decentralised execution
and mission command model. Commanders
at all levels will need access to constantly
updated, real time situational awareness
tools to support and enable timely decision
making.
Formal relationships and ways of doing business may also need to be revised,
refined and where necessary delegated to
allow commanders at all levels to function
effectively.
“We need to understand how we best
harness current technologies to enable
effective command and control at the ‘speed
of relevance’. The opportunities offered
through next generation platforms and
sensors, multiple-intelligence sources and
open-source material, alongside the rapid
expansion in tools available to manage,
fuse, analyse, visualise, and understand
information will be key to achieving this,”
he suggested.
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WHO COMMANDS THE
COMMANDERS?
In the past a single commander would
usually exclusively direct the activities
of a subordinate unit, but today, the same
platforms and specialist personnel will
sometimes have to concurrently support
a number of joint commanders, possibly
with a wide variety of operational requirements. This makes it essential that orders
for the delivery of operational capability are
properly prioritised. But who, Mayhew asks,
commands the commanders and gives that
prioritisation?
“Exercising effective C2 of such capability not only challenges traditional notions
of C2 hierarchies, but also require agile,
adaptable and, critically, assured networks
to relay commands and receive data. As part
of the process of directing tasks and increasing pace, clear delegations to the next
level of command must be made to allow
prioritisation decisions to be made at the
lowest level possible, in line with the overall
national priorities,” he said. “Our aviators
will need to understand information warfighting as a core competency and alongside
physical operations.”
Mayhew went on to identify the remaining ‘key changes’ that will factor into the
RAF’s new approach: “We are working more
with each other, as allies, often in coalitions
and across the five domains (Maritime,
Land, Air, Cyber and Space).”
As with the cyber and electro-magnetic
domains, the space domain poses challenges to existing command and control
concepts. Current C2 systems and processes
were developed to exercise authority over
physical fighting units and force elements
which concentrate on delivering effect,
whereas the space and cyber domains tend
to be focused on the acquisition and transmission of data, to provide communications
and intelligence. They therefore require a
different approach.
Applying C2 in the space domain is
further complicated by the principle of
‘dual use’, in that some space assets may
be tasked with providing services for both
civilian and military purposes. This could
mean that other government departments
may need to be involved in key decision
making, further complicating the military
commander's prioritisation decisions
and adversely effecting the speed of their
actions.
Given the unique nature of space, the
UK has already established an embryonic

Crown Copyright
Flypast Air Marshal Gerry Mayhew takes
the formal salute during the flypast of a new
Boeing P-8 Poseidon flanked by a pair of
Eurofighter Typhoons, September 2021.

space domain C2 architecture, which will
continue to be evolved as the UK Space
Command grows towards Initial Operating
Capability (IOC) in April 2022.
Mayhew also suggested that “we need
to understand that the acceleration of
technological innovations will continue
to transform modern military operations.
This not only allows for a new generation
of weapons systems but also enables an
entirely new way of warfare. These technologies, especially in communications, data
and information capabilities, have disrupted the economics and the very character
of warfare. They offer persistence and a
pervasive presence, enable the rapid collection and rapid distribution of vast amounts
of relevant information at low cost. Finally,
we need to understand how the technology
that supports us has also become a threat.”
Mayhew believes that it is the proliferation
of these technological innovations that is
making the modern battlespace more congested, contested, cluttered, and
constrained.
DISRUPTIVE TECHNOLOGY
“We need to be continuously considering
how we exploit both disruptive technologies and innovation, including technologies
like artificial intelligence, augmented reality and quantum technologies. We need to
ensure our individual platforms, capabilities and, our decision makers are integrated
within this digital environment from a joint
and pan-government perspective but also

The new ‘Space Operator’ badge. The design
is based on the Airborne Specialist badge and
features a single silver angled wing and a blue
laurel surrounding a delta, an orbit ellipse
and a constellation of stars representative of
Aries, as UK Space Command was formed on 1
April which is during the period of Aries in the
celestial calendar.

with the ability to be interoperable with
allies and partners. This could be bilateral,
multi-lateral or within a wider coalition,”
he explained.
Mayhew acknowledges that achieving
the required level of integration will come
with a need to navigate the sensitivities of
increased interoperability with multiple allies, and that scalable, multi-classification
architecture will be needed to deliver this
interoperability. This will obviously require
that the digital environment is protected
and proactively defended, not least through
robust national cyber security systems.
Mayhew is an enthusiastic evangelist
for greater interoperability, which he has
described as being the key to countering adversaries who seek to exploit the UK’s legal,
moral and ethical thresholds.
“The strategic utility of airpower reaffirms the necessity of the RAF remaining
a credible global force operating internationally alongside our global partners. Our
international commitments make these
partnerships especially important. We can’t
maintain that global posture on our own.
And neither can our partners. Therefore
we need to work with each other, especially
where we've got the same kinds of aircraft
platforms, norms, and behaviours, because
the sum of the parts will be greater.
Mayhew stresses that: “This is not just
about the Brits, and the Royal Air Force,
leading here. It's about working with so
many partners and friends - coming together to share, to understand and learn from
each other. We're learning things day to day
and the flow is in both directions. This is
a shared set of experiences, of opportunities that allow us to work together against
common threats.” And this, Mayhew
maintains, is vital. “The strategic utility of
airpower reaffirms the necessity of the RAF
remaining a credible global force operating internationally alongside our global
partners,” he insists. “Our international
commitments make these partnerships
especially important.”
Operation Shader - the RAF’s participation in the global coalition against Daesh –
highlights the importance of these partner-
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ships. “Operation Shader continues to be
a really successful operation for the Royal
Air Force and for the wider coalition. The
coalition has stayed close together and that
is the measure of success,” Mayhew affirms.
“These forces continue to go after the beating heart of Daesh even if it is splintered.
They continue to put themselves in danger’s
way every day. From a government perspective and from an air force perspective
I'm incredibly proud of what they're doing
because it is preventing danger coming onto
our shores, or the shores of others that we
work with.”
“The decision making that is going on
in cockpits, and indeed in cabins that are
running the Reaper crews, for instance, or
the air mobility and the Chinook teams that
are out in the region, remains astonishing,
and I’m incredibly proud of the teams that
are doing it. And I watch it every day.”
The Eurofighter Typhoon now provides
the backbone of Shader, and Mayhew is
enthusiastic about the new capabilities
now being integrated on the aircraft – both
for the RAF in the Centurion upgrade, but
also for export customers. “The great thing
about this is as a partner brings something
new onto the aircraft, so the rest of the
Typhoon community gains advantage from
that in terms of capability, and understanding. Typhoon is going to be the backbone
of the RAF for another two decades plus
for combat air mass. So we will continue to
invest as you saw in the integrated review.
To not invest in it, would be nonsensical!
But improvements to Typhoon represent just one of the recapitalisations that
the RAF is enjoying, alongside the expansion of the Lockheed Martin F-35B force,
the replacement of General Atomics MQ-9
Reaper by Protector and the progress being
made with the Airbus A400M Atlas. “So the
journey continues with the recapitalisation
to ensure that we're fit for a 21st century
scenario. And that's good for the Royal Air
Force and it's good for our partners, and
it's good for the nation because there is
a huge industrial base here that we must
consider alongside the military output. I
think there's always been a really good label
globally around the Royal Air Force. So if we
can work with industry colleagues to ensure
that we act as a shop window for them to
say, “Hey, look, we use this, we operate this,
this is how we're going to operate and develop in the future,” then that brings a real
boon to industry, because they can use the
RAF as a ‘kitemark’ for them.”
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Saab’s MSHORAD integrates its proven RBS70 NG missile system
in a remote weapon station to provide a highly mobile counterair capability that can provide overwatch to forward manoeuvre
forces or site protection. Employed with the Giraffe 1X radar it
operates autonomously or as part of a broader network targeting
a range of air threats down to micro UAS.

Saab

Land warfare

AIR DEFENCE WARNING - RED
NATO’s ground based air defence (GBAD) has made important strides in catching up its rivals lead in
countering the forward battlefield air threat.
By Stephen W. Miller

I

n June 1944 Field Marshall Erwin
Rommel reporting on the German
Army’s Normandy post D-Day situation stated that “allied air superiority prevents all traffic…making
operations difficult or impractical”. The
dilemma directly contributed to his Army’s
inability to contain the Allied breakout.
Today’s growing presence of Unmanned
Aerial Vehicles (UAVs), the introduction of
loitering munitions, cruise missiles, and
high-speed low-level helicopters suggest
ground forces are facing an increasingly
complex challenge in future peer-on-peer
conflicts. Just the presence and use of
unmanned systems by Azerbaijan against
Armenian forces in 2020 replicated the adverse impact on the battlefield as described
by Rommel following D-Day. What is clear
is that forward ground forces without the

10

capability to counter these aerial threats
can, as in 1944, find their battlefield combat
abilities seriously diminished and missions
compromised.
The Soviet Union and its then client
states, recognising the devastating effect air
attacks could have against tactical ground
forces have, since the 1970s, focused on
creating viable air defences. The United
States and Western armies are only recently beginning to respond. An effective
counter-air capability requires the ability
to detect and identify threats, engage, and
neutralise opposing air assets, preferability
before they can strike. For front-line units
accomplishing this task has become a
paramount concern.
THREAT DETECTION
Battlefield tactical air defence has
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traditionally been reactive, providing force
protection against enemy air interference
with ‘friendly force freedom of action’ (as
reflected in the Marine Corps Warfighting
Publication – MCWP3-22 Chapter 3). This
is at least partly due to the difficulty in
detecting aerial threats, made even more
difficult when facing small unmanned aerial vehicles operating at low level hidden by
terrain and vegetation, as well as loitering
aerial munitions that can remain out-ofsight attacking suddenly on command. The
objective today must be detecting and identifying aerial targets before they can come
to bear and rapidly acting to neutralise the
threat. This must be accomplished facing
both passive and active counter-air defence
measures by the opponent.
Radar has been the mainstay of air
threat detection with the latest systems

exhibiting increased range, resolution,
and multi-mission target tracking. These
systems are classified as long, mid, and
short range. The long-range radar offers
wide area deep coverage with ranges often
beyond 216 nautical miles (400 kilometres).
The latest incorporating Active Electronically Scanned Array (AESA) technology
are capable of detecting tracking multiple
contacts with high fidelity. These include
Northrop-Grumman’s AN/TPS-80 G/ATOR
being fielded by the US Marines, Raytheon’s US Army LTAMDS (Lower Tier Air
and Missile Defence Sensor), and Lockheed-Martin’s TPS-77 in the high/medium
defence role. These provide air surveillance
and counter-fire target acquisition while
GATOR is also an air-traffic control system.
SAAB’s Giraffe is a family of G/H agile
multi-band and AESA radar. Its latest
Giraffe long range candidate is its 8A.
Capable of heavy truck mounting 8A is a
253nm (470km) range 3D surveillance radar
able to track aircraft, missiles, and small
UAVs. It incorporates electronic counter
countermeasures automatically selecting
least jammed frequencies and intermittent
or randomly transmitting.
The size of these long-range radar,
many of which are trailer mounted, make
them more difficult to relocate quickly if
targeted or to allow them to keep up with
mobile forces. They therefore are generally
placed well to the rear of the battle area.
This and blocking terrain can impact on
their ability to offer full coverage for
forward and manoeuvring forces.
LOCAL MOBILITY
Medium range radar offers more local
surveillance but are generally more mobile
and favoured for supporting short-range
defence and to fill coverage gaps. They can
be placed closer to but still behind forward
combat elements. The US Army trailer
mounted Sentinel AN/MPQ-64 phased array radar used in this role is being upgraded
with AESA technology. A Lockheed-Martin
spokesperson shared that: “The MPQ64A4’s move to AESA adds rocket, artillery
and mortar detection as well as simultaneous tracking of these and air threats enhancing its battlefield utility.” The company
receipt of an order for five A4s in October
2021 reflects the US Army’s push to improve
its forward air-surveillance capabilities.
SAAB’s Giraffe 4A offering true 3D multirole air and weapon locating capability to
21.5nm (40km) is another battlefield multi-

USArmy

Land
warfare
Land
warfare

The IM-SHORAD is intended to provide protection to US Army tactical manoeuvre brigades.
Using the Stryker A1 wheeled combat vehicle with 360 degree AESA radar, electro-optic target
acquisition and tracking, RF detection, and is armed with Stinger anti-air and Hellfire antiarmour missiles, plus a 30mm auto-cannon, and 7.62mm machine gun offering both air and
ground engagement capability in one platform.

role system. It can be ground or vehicle
mounted and deployed by only two soldiers
in ten minutes and displace in five. Another
SAAB option is the Giraffe AMB with 16nm
(30 km), 32nm (60km), and 54nm (100km)
range bands for air including hovering helicopter, UAVs (due to its ELSS enhanced low,
slow, and small function), and fast missiles,
as well as, indirect shot, and ground target
detection. In its vehicle mounted elevating
mast version it can displace in six minutes
and be operational in ten.
SHORT RANGE
Short range radar surveillance is for relatively close-in and battlefield applications.
It often offers not only air, ground and shot
detection but weapons direction and target
hand-off. The Multi-mission Hemispheric Radar (MHR) from RADA Electronic
Industries as selected for the Stryker vehicle
IM-SHORAD manoeuvre short-range air
defence system is on-the-move capable.
Each fixed panel antenna covering 90
degrees can detect a Nano UAS at 2.6nm
(5km), medium UAS or helicopter at 12.4nm
(23km), fighters at up to 18.3 (34km) and
even ground vehicles and people at 12.4nm
(23km) and 5.4nm (10km) respectively. SAAB
offers its Giraffe 1X for short-range. The 1X
offers air surveillance including the small
UAS, hostile fire locating, and ground target
detection and tracking to 40.4nm (75km).
With a top load of under 220 pounds (100 kilograms) - and total system weight of 330lb
(150kg) it can be placed on elevating masts to

surmount obstacles or mounted on light vehicles or light trailers. 1X is ideally suited for
point defence and filling gaps in long-range
coverage. Plus, its on-the-move search
capability supports forward deployment
including covering of manoeuvring forces.
In the past ground surveillance radar
focused on ground targets. However, with
the increased presence and threat of low
level UASs and other low altitude threats
attention is begin given to their use here
as well. Generally, small, and portable
they can deploy with forward units. SRC’s
AESA 3-D SkyChaser, for example, is 75lb
(34kg) and can be tripod, mast, or vehicle
mounted. It can operate on-the-move and
detect vehicles at 17nm (32km), people at
6.4nm (12km), and UAVs. Thales’s Ground
Observer GO 20MM X-band 3D is both man
portable with five minutes set up or light vehicle compatible. It simultaneously detects
low level air targets as small as a micro-UAV
2nm (4km) to vehicles and helicopters at up
to 8nm (15km). It includes automatic target
classification.
These systems also lend themselves to
being co-located with high-resolution electro-optic day and thermal cameras, thereby,
providing integrated detection, tracking,
identification, and targeting/kill in a single
package. Northrop-Grumman’s M-ACE
(Mobile – Acquisition, Cueing and Effector)
does exactly this using a AESA 3-D, two EO/
IR cameras while adding a RF signal detection. Presented as a counter-UAS solution,
company representatives indicate that it
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The development of Proximity Fuse for auto-cannon projectiles significantly increases
both their probability of have effect on target and lethality. These ammunitions provide
these cannon an efficiency that makes the engagement of practical with significantly lower
expenditure. Here a Northrop-Grumman 30mm proximity fused round impacts a quad-copter
UAS with one-round hit and kill.

is capable of detecting and tracking any
ground/low level target and cueing appropriate guns and/or missile effectors.
The increasing presence of electronic
signals detection and locating capabilities
on the battlefield raise the danger that
actively transmitting sensors, like radar,
will be identified and neutralised. Optronic
detection and targeting such as Infra-red
search and tracking systems have the
benefit of being fully passive sensors. Rheinmetall’s Fast Infrared Search and Track
(FIRST) and HGH Infrared Systems’ Spynel
continuously scan 360 degrees detecting
the IR signatures or temperature difference
between the surrounding of contacts. Then
processing the signal, they can identify,
classify, and provide an alert to potential
threats. Fully passive with detection ranges
of 0.8nm - 1.6nm (1.5km - 3km) for a small
UAS to 6.4nm (12km) for low level aircraft
they will also detect and locate ground
targets. The systems, thereby, contribute
to an integrated ground-air situational
awareness.
COUNTER-AIR
Counter-air effectors are largely missiles
with either external guidance, self-guidance, or a combination of both. At the battlefield level these include mid or medium
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range and short-range forward systems.
The former has engagement ranges in
excess of 13.4nm (25km) with the latest versions offering self-contained with tracking
and engaging integrated on the same platform. Many are able to address a broader
range of threats including low-observables,
high-speed missiles, drones, and precision
air-to-ground weapons. Though deployable
they are, however, designed for operating
from stationary positions. The British
Army’s newly fielded Sky Sabre which uses
MBDA’s Common Anti-Air Modular Missile
(CAMM) with an active seeker prompted
by the Giraffe ABM is one of the latest examples. Derived from the naval SeaCeptor
adoption of the system by Poland is also anticipated. MBDA is also finalising a 24nm+
(45km) + Extended Range version.
Dynetics’ Enduring Shield is another
ground-based weapon system has been
selected to fill the US Army’s Indirect Fire
Protection Capability (IFPC). Using the
proven AIM-9X Sidewinder missile, though
Ronnie Chronister, senior vice president
for weapons technology, indicated ‘with a
modular, open architecture we are basically
missile agnostic’. Thus, the system has potential versatility to address a wider range
of threats including ground targets with the
appropriate ordnance. The current design
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pallet or mounted with the later offering
tactical mobility using the Sentinel radar.
Kongsberg’s NASAMS, developed with
Raytheon, is a widely fielded mid-range
beyond visual range surface to air missile
system employed by fifteen countries. Hans
Christian Hagen, vice president Business
Development explained, “Its modular
design allows use of AIM-120 AMRAAM
Extended Range for longer 16nm (30km+)
engagements and AIM-9X-2 Sidewinder
for close in. It uses the Sentinel radar with
the NASAM 2 employing the F1 X Band
3D model. Batteries, which can be truck,
light vehicle, or pallet mounted, include a
MSP500 Electro-optic tracking and control
vehicle allowing passive engagements.”
Kongsberg also offers a multi-domain fire
control centre that will manage not only the
NASAM and other counter-air assets but
also its NSM ground strike missile.
These medium systems can provide a
battlefield ‘air space overwatch’ yet close
coverage falls to shorter range tactical
systems.
Michael Hoglund, head of Saab Bofors
Dynamics missile system marketing,
explained “it has become evident that (air)
protection of battalions on-the-move is a
weak link capability gap in many forces”.
RBS70 NR, its latest, offers a tactical counter-air solution tailored to this ground battlefield. He added “close-in solutions must
have multi-target capability” which RBS70
provides. The system teams the Giraffe 1X
radar for surveillance with the laser-beam
riding Mach 2 Bolide missile to tackle
targets to 4.8nm (9km). Both are either
tripod or vehicle mounted with the later
also dismountable in, for example urban
situations. Advanced cueing, auto-tracking,
IFF and high-resolution thermal imaging
assure 24/7 engagement that is fully passive
and essentially ramming proof. According
to Hogland,” The Mobile SHORAD remote
weapon station vehicle version offers
on-the-move manoeuvre coverage against
the complete range of battlefield threats
from fixed wing and helicopters to UAS’s
and cruise missiles.” Bolide’s proximity or
impact fused shaped charge surrounded by
3,000 tungsten pellets is effective against
even armoured aircraft and ground targets
including light vehicles. These features of
the RBS70 NR contribute to its application
to the dynamics of the new battlefield.
One of the latest entries is the US IMSHORAD provided by Leonardo DRS. It
could, in fact, be better viewed as a multi-
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5G communications will revolutionise the military as well as
civilian world.
Just what is 5G, how will it be used by the military, what
challenges will it bring and how can these be overcome?
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The latest long range surveillance radar like the Lockheed-Martin AN/TPS-77 being fielded
by the US Army uses L-band AESA technology and can provide 3D cover out to 470 km. It is
classified as a multi-role radar system capable of air traffic control. It is transportable in by
truck and trailer requiring less than 60 minutes deployment.

role weapon system in that its modular
unmanned weapon station (Moog’s RIwP)
mounts not only four Stringer IR seeking
missiles, but two Longbow HELLFIRE
ground attack missiles, a Northrop-Grumman XM914 30mm auto-cannon and M240
medium machine gun. Integrated on the
Stryker A1 wheeled combat vehicle it can
keep-up with manoeuvring forces. Four
RADA 4D ASA pulse Doppler Multi-Mission
Hemispheric Radar (MHR) can detect and
track targets from micro-UAVs to rockets,
aircraft, people, and vehicles. An MX-GCS
Electro-optic/IR sight provides for passive
target identification and engagement. It,
thus, can detect and with its missile/gun
mix address not only a full range of airborne
but ground threats as well.
Man-Portable Air Defence Systems
(MANPADS) offer counter-air to the
dismounted force. They can be carried and
fired by a single operator and are self-guided. The FIM-92 Stinger produced by
Raytheon, one of the most well-known, in
its latest 92J version uses a dual IR and UV
seeker, proximity vs. impact fuse to address
the UAS, and IFF (Identification Friend or
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Foe). It has a target engagement capability
of around 4000 m but must rely on either
visual target acquisition or external vector
cueing. The British Thales Starstreak uses
an entirely different approach with (like
RBS70) dual-laser beam guidance of a
Mach 4 missile containing three explosive
tungsten “darts” with a range of 7000m. It
has benefits of being immune to IR or RF
countermeasures and homing missiles and
has proved effective against ground vehicle
targets. Starstreak launchers can also fire
the recently (2021) introduced Lightweight
Multi-role Missile (or Martlet) with IR
terminal homing and laser proximity fuse
effective against aircraft, UAS, and ground
targets. These properties find the Martlet
used with Starstreak in the Royal Army
Artillery air defence batteries.
Guns are without question the most
prevalent weapon system in forward combat forces. Advances in target acquisition
and particularly ammunition lethality
may well hold the key to countering the
forward air threats. Robert Menti Precision Weapons Business Development
at Northrop-Grumman explained “the
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significant multi-target lethality of proximity fused ammunition and the enhanced
accuracy of guided gun fired projectiles
promise a previously unachievable order of
magnitude in round hit and kill engagement
capability especially in calibres of 30mm
and above opens the possibility for effective
and efficient neutralisation of the rising
new low-level air threats.” This has been
demonstrated with its new XM1211 proximity fused ammunition of the 30mm X 113mm
gun. Menti shared “The gun with proximity
ammunition directed by its M-ACE (Mobile
Acquisition Cueing and Effector) was able
to regularly achieve single round kills of
small UASs in live fire exercises, thus, reliably neutralising this threat with standard
on-board weapons.” Thus, the number of
systems able to actively execute a counter-air role are increased multi-fold thereby
being better able to respond to its front-line
challenge.
FUTURE CHALLENGES
A complication to ground counter-air
efforts may be the potential large-scale
employment of loitering munitions.
Equipped with radar homing seekers these
could be positioned to lock-on and ride
signals targeting actively radiating sensors.
In response additional attention must be
given to air defence system mobility. The
ability to displace periodically and rapidly
has become increasingly critical to survival. In addition, air-defence systems must
have either inherent ability to engage and
destroy these small aerial platforms or be
supported by other counter-air that can.
The discrete nature by which the UAS can
operate and observe also demand through
use of camouflage and concealment to
reduce the possibility of being located and
engaged.
Given the relative simplicity and
proliferation of unmanned aerial systems
and munitions, in particular, as well as
anticipated enhancements in the speed and
manoeuvrability of low-level next generation helicopters the traditional approach to
air defence may well prove inadequate. The
disbursed nature and potential omnipresence of these threats can, in the forward
battle area at least, necessitate a much
broader and integrated effort to successfully counter these air threats. This could include not only dedicated air defence assets
but also broader local counter-air detection
and both direct effectors within front-line
forces.
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An artists impression of the World Defence Show site.

Elements of the Saudi Army during an exercise.

WORLD DEFENCE SHOW
GULF DEFENCE
SPECIAL REPORT
An Armada International / Asian Military Review Special Preview ahead of the World Defence Show,
6-9 March 2022, in Riyadh, Saudi Arabia, including a review of the development and growth of the Gulf
defence industry and examinations of the aviation and maritime defence sectors.

T

he World Defense Show is the
latest in a growing number of
defence and aerospace events
in the Gulf region, joining the
longstanding events of IDEX
and Dubai Airshow in the United Arab
Emirates, as well as the smaller Bahrain
Airshow.
In 2020, global defence spending
reached $1.83 trillion, according to a report
by Fenella McGerty of the International
Institute for Strategic Studies (IISS) in
London. Of this, the Middle East and North
Africa took an 8.9 percent share. With the
economies of the member nations of the
Gulf Cooperation Council (GCC) depending on oil revenue, the dip in the price of
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By Andrew Drwiega
oil due to the global recession brought
on by the COVID-19 pandemic, collective
defence spending dropped. As the IISS
report reveals, “its share of global defence
spending fell to 8.9 percent, from a peak of
10.5 percent in 2017. This is despite the region
allocating by far the greatest proportion of
economic output to defence, at 5.2 percent
of GDP compared to the global average of
2.08 percent.”
In 2021, Saudi Arabia’s defence budget
was estimated at $67.6 billion; United Arab
Emirates $22.7 billion; Oman $8.6 billion;
Kuwait $6.8 billion; Qatar $6 billion; Bahrain $1.4 billion (source: World Population
Review).
But several of the GCC nations still
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have deep pockets when being able to afford
some of the latest defence technologies,
which also allows them to buy in quantity.
The Kingdom of Saudi Arabia and the United Arab Emirates lead the group by some
margin followed by smaller but still significant defence budgets (in terms of their
national gross domestic product) residing
in the economies of the Sultanate of Oman,
and the States of Bahrain and Kuwait.
The ideological battle between Shia and
Sunni continues to destabilise the region,
nowhere more so than in civil war in Yemen
where the Hadi and Southern Transitional
Council factions backed by a Saudi Arabian
led coalition including the United Arab
Emirates oppose the Iran backed Houthi

middle east

The UAE’s EDGE defence group
exhibiting at last year’s Dubai Airshow.

movement. Missile and unmanned aerial
vehicle attacks have struck economic targets inside Saudi Arabia, but also a recent
attack saw two foreign workers killed outside the airport at Abu Dhabi.
This spills over into regional maritime
tension, particularly in the Persian Gulf,
the Straits of Hormuz, around the Horn of
Africa and the Red Sea. Maritime attacks
have included the suicide bombing of the
USS Cole by terrorists in a small boat on
12 October, 2000, which killed 17 US navy
personnel, oil tankers damaged off the UAE
port of Fujairah, Gulf of Oman in May 2019
and most recently mine and explosive boat
attacks against commercial shipping off
Jeddah late in 2020. Accordingly naval power has been growing in importance.
Indigenous industry
The regional governments, for so long
straight importers of military equipment,
are now establishing their own defence industries. Government policies are starting
to add in elements of a percentage of annual
acquisitions having to be bought from indigenous manufacturers. This has triggered
a rapid growth of joint-ventures as international arms companies seek to insure their
market share within each country.
Saudi Arabian Military Industries
(SAMI) was launched in May 2017 with the
strategic objective of establishing indigenous defence capacity that would allow 50
percent of government defence spending
to remain within the country. To do this,
six defence sectors have been selected for
particular growth: aeronautics, weapons &
missiles, defence electronics, land systems,
emerging technologies, and building affiliated companies such as Aircraft Accessories

A facility full of NIMR during the companies celebrations in
December 2020 of its 20th Anniversary as an indigenous UAE
wheeled military vehicle manufacturers.

and Components Company (AACC).
At the IDEX defence show in Abu Dhabi,
UAE, during February 2021, several collaboration agreements were signed including one with Lockheed Marin to develop
technology capabilities in addition to the
production, maintenance, and repair of
rotary and fixed-wing aircraft
On 4 December 2021, SAMI and Airbus
agreed a joint venture for the provision of
military aviation services and maintenance,
repair, and overhaul (MRO). According to
SAMI chief executive Walid Abukhaled the
deal was set to “capitalise on Airbus’ extensive experience and leading-edge capabilities to pave the way for the rapid growth of
the military aviation services sector.” He
noted that this would include technology
transfer and would help to strengthen
the local supply chain, building towards
self-sufficiency in the years ahead.
At the same event there was also the
first ever military industries agreement
between Saudi and Emirati companies in
the Kingdom, through a teaming agreement
between EDGE (see below) and one of its
cluster companies, NIMR (for the production of armoured vehicles).
In the UAE, the EDGE organisation
was founded at the end of 2019 with the aim
of modernising and expanding the UAE
defence industry and helping to lead the
development of new technology. It comprises five technology clusters: Platforms
& Systems, Missiles & Weapons, Cyber
Defence, Electronic Warfare & Intelligence,
and Mission Support.
The companies within the Platforms &
Systems cluster can produce naval vessels, armoured and unarmoured vehicles
and unmanned systems. The Missiles &

Weapons cluster is focused on small arms
and ammunition through to varieties of
guided missile. The other clusters address a
range of security issues, from cyber through
to electronic warfare and its detection and
suppression. The whole group has over
12,000 employees in 25 companies, with
a revenue of over $5 billion. Some of the
companies within the clusters have actually
been in business for some time. In December 2020, military vehicle manufacturer
NIMR celebrated its 20th Anniversary as a
defence sector company.
At last years Dubai Airshow in November, EDGE announced the it and a number
of its cluster companies in aviation and
aerospace had “signed 16 joint developments with several major industry players
including Boeing, Embraer, Raytheon Emirates, CATIC, Lockheed Martin, L3Harris,
IAI, GIFAS, STRATA, SANAD, LEIDOS
and Ansys.”
World Defence Show
The World Defence Show was founded by
Saudi Arabia’s General Authority for Military Industries (GAMI). It offers a 800,000
square metre purpose built area for exhibitors and conferences, as well as a integral
runway for live aircraft displays.
There promises to be an International
Institute for Strategic Studies (IISS) Riyadh
Defence Forum on 5 March, together with a
number of programmes designed to connect
both exhibitors and visitors with each other
and members of the Saudi government.
There will be a number of other areas including a Start-Up feature, interoperability
demonstration, and interactive command
and control centre. A flying display is also
intended.
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GULF NAVAL
RECAPITALISATION
Gulf states have been investing defence budgets in to recapitalise naval
power as well as indigenous shipyards.

By Tim Fish
Al Jubail is the first of five Avante 2200
corvettes built by Navantia for the RNSF. Seen
here conducting sea trials in September 2021
in the Bay of Cadiz the vessel is 104m-long
and is fitted with CATIZ Combat System, the
HERMESYS Integrated Communications
System, the DORNA Firing Direction, the
Integrated Platform Control System and the
MINERVA Integrated Bridge.
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isputes in the Gulf and wider
Middle East over recent years
has been the main driver for
a rise in defence expenditure
and efforts to enhance the
capability of military forces.
Rivalry between Islamic Republic of
Iran and the Kingdom of Saudi Arabia is
one of the main causes of friction in the
region but there is also quarrelling between
the Gulf Cooperation Council (GCC) countries – called the intra-GCC rift – that has
further inflamed tensions.
GCC countries comprise Saudi Arabia,
Qatar, Kuwait, the Sultanate of Oman, the
Kingdom of Bahrain and the United Arab
Emirates. These states occupy one of the
most important strategic waterways in the
world that can control access to the Persian
Gulf and global oil supplies, therefore it is
of interest to the major powers.
Saudi Arabia and Qatar have been
struggling for dominance since the Arab
Spring in 2011 when the governments in
Riyadh and Doha took opposing sides and
have also supported different groups in
Libya, Egypt, Syria, Bahrain and in the
ongoing Yemen Civil War. Although these
neighbours have never come to direct
blows, they are each striving to use their
influence to promote their own interests
above the other.
According to Tom Waldwyn, a research
analyst for defence and military analysis
at the International Institute for Strategic
Studies (IISS), naval modernisation efforts
in the GCC countries have gone towards
recapitalising surface combatant fleets with
new multirole frigates and corvettes.
“Several countries have also begun
expanding the size and capabilities of
maritime law enforcement forces likely
due to greater instability at-sea resulting
from the Yemen Civil War,” he told AMR, but
added that Gulf state maritime modernisation “does not cover as great an extent of
capabilities as procurement efforts in other
domains.”
This is because any existential threat
to the controlling regimes in these countries can only come from a land invasion to
depose them and consequently investment
has focussed on land and air procurement
as a priority. Despite this preference naval
procurement has seen significant funding.

Naval expansion
The Qatari Emiri Navy (QEN) has expanded
considerably over the past decade as part of
the wider modernisation of Qatar’s defence
forces where billions have been spent on
new fighter aircraft. Italian shipbuilder
Fincantieri has been the main beneficiary
on the naval side – the company signed a
contract in June 2016 worth an estimated
$3.9-5.6 billion (€3.5-5 billion) to provide the
QEN with new ships to drastically enhance
its naval capabilities.
“Qatar’s $5.65bn contract with Fincantieri for corvettes, offshore patrol vessels
(OPVs) and an amphibious assault ship
(a separate contract with Leonardo will
provide helicopters) will provide the most
significant naval upgrade on an existing
fleet in the region and will present numerous challenges including training, infrastructure and operations,” Waldwyn said.
In 2018 Qatar ordered 28 NHI NH90
helicopters, 12 of which are NATO Frigate
Helicopter (NFH) naval variants. Leonardo
announced on 3 January 2022 that the first
NFH variants will be delivered ‘soon after
qualification in the coming months’ following the delivery of the Qatar Emiri Air
Force’s first TTH variant on 11 December.
Deliveries will be completed in 2025.
In October 2021, Fincantieri delivered
the first of four new Al Zubarah-class
(formerly Doha-class) air defence corvettes
to the QEN. The second ship, Damsah, was
launched in February 2021, along with keel
laying for the fourth vessel, Sumaysimah.
Ship 3, Al Khor, was launched in October
2021 and deliveries are expected in
2022-2023.
At the same event, Fincantieri also
launched the first of the two new OPVs for
the QEN. Named Musherib, the OPV is due
to be delivered at the end of January 2022 as
AMR went to press. The second OPV, Sheraouh, was launched in June 2021 and is also
due for delivery in mid-2022. Qatar wants
these new vessels in-service by the start of
the 2022 Football World Cup tournament.
Construction of the new landing platform
dock (LPD) amphibious ship started at
Fincantieri’s Palmero facility and will be
launched at the end of 2022 before a
handover at Muggiano in 2024.
Until recently the QEN consisted of a
handful of Barzan-class fast attack craft.
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Navantia launches the RNSF’s final Avante 2200 corvette, Unayzah, in December 2021. The fourth ship, Jazan, was launched just a few months
earlier in July 2021 highlighting the rapid rate of construction of the ships, which will all be delivered in 2024. The Al Sarawat project is one of the
key procurement programmes for the RNSF.

The QEN has also received 17 patrol craft
from Ares Shipbuilding in Turkey and it
received the Al Doha training ship from
Anadolu Shipyard, also a Turkish yard in
August 2021. A second training ship,
Al Shamal, due in 2022. Integrating all these
new platforms, sensors and weapons is
going to be difficult for a country of 2.3
million people. Qatar has also expanded its
General Directorate of Coastal and Border
Security (GDCBS) which opened a new
based in Al Daayen in July 2019 and has received a new fleet of 48m-long patrol ships
from Turkish shipbuilder Ares Shipyard.
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In terms of spending Saudi Arabia is
providing the largest sums to the Royal
Saudi Navy Forces (RNSF) and it is one of
the biggest defence spenders globally. It has
a series of projects under its Saudi Naval
Expansion Programme II (SNEP II) that is
worth in excess of $20 billion.
“Saudi Arabia has approximately
$10bn worth of ongoing naval and coast
guard procurement with the most valuable
programme being the $6bn Multi Mission
Surface Combatant (MMSC) programme,
with Lockheed Martin, to acquire four
frigates based on the Freedom-class Littoral
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Combat Ship (LCS) design,” Waldwyn said.
“These will likely replace the four 1980s-era
Madina-class frigates.”
The MMSC contract was signed in
October 2016 under a Foreign Military Sales
(FMS) agreement with the US. Lockheed
Martin’s Marinette Marine shipyard started
construction of the first frigate, named
Saud, in October 2019 and began work on the
second ship in January 2021.
VinardiMeanwhile in December 2021,
Spanish shipbuilder Navantia launched the
fifth and final Avante 2200 corvette for the
RNSF under the Al-Sarawat programme.
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The launch of the Al Khor (F103) corvette for the QEN at Fincantieri’s Muggiano facility. The ship is fitted with the Marlin naval remote weapon
station, RIM-116 RAM, Kronos 3D radar, Thesan mine avoidance sonar and Athena Combat Management System. It has an endurance
of 21 days and there is also space to operate RHIBs.

A contract $2 billion for the quintet was
signed between the Saudi Arabian Military
Industries (SAMI) organisation in July 2018.
Unayzah will be delivered in February 2024.
The fourth ship, Jazan, was launched in July 2021.
“Saudi Arabia’s deal with Navantia for
Avante 2200 frigates includes the establishment of a joint venture to work on a combat
management system and sales of it in the
region but does not include shipbuilding
work or offsets,” Waldwyn explained. The
SAMINavantia joint venture undertook
project management and development
work. The new Combat Management System (CMS), named HAZEM, was developed
with technology transfer from Navantia and
is part of Riyadh’s ‘Saudi Vision 2030’ effort
to spend at least 50 percent of its defence
budget in-country.
Earlier plans to build the fourth and
fifth frigates in Saudi Arabia under the
SAMINavantia Joint Venture (JV) appear
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to have come to nothing as there is no naval
shipbuilding industry in the country and
it was likely too costly to set up a new shipyard. However final integration of a combat
management system and delivery of Jazan
and Unayzah will be completed by the JV in
Saudi Arabia.
Waldwyn said that despite the lack of
a shipbuilding sector that a Saudi Coast
Guard contract signed in 2018 with French
shipbuilder CMN Group for 39 HSI32
interceptor patrol vessels does include the
assembly “of 20 of them in Saudi Arabia by
Zamil Offshore Services” at its Dammam
yard. This could indicate the first steps in
developing some initial form of local
industrial capability.
The third GCC country experiencing a
naval build-up is the UAE, which is acquiring new surface combatants and an amphibious vessel that Waldwyn said being used
to “reinforce operations in Yemen as well
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as Emirati bases in Africa” as a close ally of
Saudi Arabia. It is also the only country that
is developing its own naval industrial base
through Abu Dhabi Shipbuilding (ADSB).
The company built six Baynunah-class
corvettes for the UAE Navy delivered in the
early 2010s although it still had to acquire
the major systems, sub-systems and
weaponry from overseas.
In May 2021, ADSB announced that it
has signed a $952 million (AED3.5 billion)
contract with the UAE to build four Falaj
3-class OPVs for the UAE Navy. The Falaj 3
design is based on the Fearless-class patrol
ship design from Singaporean shipbuilder
ST Engineering. In November 2021 ST Engineering won a sub-contract from ADSB
to supply design, platform equipment and
technical assistance on the programme.
Earlier in February 2021 another UAE
shipbuilder, Al Fattan Group, completed
delivery of the Al Saadiyat (L72) logistics

Fincantieri
The delivery of Al Zubarah (F101), the QEN’s first corvette from Fincantieri. At 107m-long and
displacing 3,250t the ships are fitted with the Aster 30 Block 1NT air defence missile, MM40
Exocet Block 3 anti-ship missile, Oto Melara 76mm gun and has space for a NH90 NFH helicopter.

ship that was commissioned into the UAE
Navy. Although based on a landing craft it
will provide the UAE Navy with the ability
to conduct expeditionary operations and
support the UAE’s overseas ambitions.
Meanwhile in December 2021, French
shipbuilder Naval Group launched Bani
Yas, the first of a pair of new Gowind 2500
corvettes for the UAE Navy. The second ship
is due to be launched in 2022 and the pair
will be commissioned within six months
of each other. The contract for the pair was
signed in 2019.
Elsewhere in the GCC there has been
little naval development in recent years.
The Royal Navy of Oman completed its fleet
re-capitalisation effort with the procurement of three Khareef-class corvettes from
BAE Systems and four Al Ofouq-class patrol
ships from ST Engineering in the early 2010s
and in its 2021 budget it has reduced defence
expenditure. Waldwyn said that Bahrain
and Kuwait have small navies that have seen
“limited recent modernisation” because
“other services have been prioritised.”
Bahrain hosts the US Fifth Fleet at
Manama, which gives the island state a
certain amount of maritime security it

would not otherwise possess. That said,
the Bahrain Naval Force commissioned Al
Zubara, a former UK Royal Navy River-class
patrol ship into service in February 2021
along with two 35m-long Fast Patrol Vessels
from US shipbuilder Swiftships and five
ex-US Navy MkV patrol boats.
Looking ahead the GCC countries are
likely to continue to source the majority
of their naval platforms and systems from
the US and Europe and these companies
will secure the lion’s share of the lucrative
contracts. Waldwyn said there have been
some modest sales to the GCC from outside
its traditional American and European
supplier network but “these were based on
political relationships rather than
winning in open competition. “Gulf states
may diversify their suppliers but will
continue to import complex naval vessels
into the near future.”
He added that the efforts to grow the
local defence industry, “most noticeably in
Saudi Arabia and the UAE, through offset
agreements and joint ventures will likely
mean some growth in shipbuilding, or
subsystem manufacture, capability by
the end of the decade.”

BAE Systems

middle east

Royal Saudi Air Force Eurofighter Typhoons are
operated by Wing 2 at King Fahad Air Base at Taif.

CHASING THE
MIDDLE EAST TOP
GUNS
In the last decade, the Middle East has become the happy hunting
ground for Fourth Plus-generation fighter aircraft manufacturers.
By David Oliver

I

t began in 2007 when Saudi Arabia
signed a $5.9 billion (£4.4 billion)
contract with BAE Systems for 72
Eurofighter Typhoons. They are operated by the Royal Saudi Air Force
(RSAF) Wing 2 at King Fahad Air Base at
Taif. RSAF has also taken delivery of 84 Boeing F-15 Saudi Advanced (SA) Strike Eagles
as part of a $29 billion United States Foreign
Military Sale (FMS) agreement signed in
2010. However, President Biden’s administration has already expressed its intention
to only sell ‘defensive’ weapons systems to
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Saudi Arabia during his term in office.
In March 2018, a Memorandum of Intent
(MoI) for the additional 48 Typhoons was
signed during Saudi Crown Prince Mohammed bin Salman's visit to the United
Kingdom but the sale has yet to be officially
confirmed. The 2021 Saudi defence budget
decreased by 10 percent compared to 2020,
with military expenditures down to $46
billion according to the kingdom’s fiscal
statement.
In December 2012 by a $3.3 billion (£2.5
billion) contact for 12 Typhoons, nine of
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which were single-seat Tranche 3 aircraft,
and eight Hawk Mk166 Advanced Jet Trainers (AJTs), the last of which was delivered in
April 2019. Operated by the re-formed No 8
Squadron, the Typhoons are based at Adam
Air Base, a new military airfield was built
100 miles (160 km) southwest of Muscat.
Twenty-eight Eurofighter Typhoons,
comprising six twin-seater and 22 single-seat aircraft, are being acquired by Kuwait under a 2016 contract valued at US$8.7
billion. This also includes the training of
pilots and ground personnel by the Italian

middle east

The RSAF now flies its in-country built BAE Systems Hawk 165 Advanced Jet Trainers.

FA-15QA Ababil multirole fighters are based
at Al-Udeid Air Base.
Exactly a year later the QEAF ordered
24 Eurofighter Typhoons from BAE Systems
as part of a $8 billion (£6 billion) contract
which included nine Hawk AJTs and a
support and training package. This included
reforming the RAF’s No 12 Squadron in
2018, is first joint squadron since World War

RAF

Air Force and Leonardo, as well as logistics
and an initial operational support package
for three years. Italy's Leonardo delivered
the first two Eurofighters in December
2021 and delivery of all the Typhoons will
be completed by the end of 2023. They will
eventually be joined by Boeing F/A-18E/F
Super Hornets the sale of which was submitted to the US Congress for approval in
September 2016. A $10.1 billion contract for
22 Boeing Super Hornets with an option for
an additional 10 aircraft to replace the Kuwait Air Force’s fleet of 27 F/A-18C Hornets
was signed in November 2016.
The Qatar Emiri Air Force (QEAAF)
is set to quadruple the size of its combat
aircraft inventory having signed a $6.92
billion contract covering the supply of 24
Dassault Rafales in May 2015. Twelve more
were added to the original order in December 2017 and Qatar retains an option to buy
up to 36 more. The Rafale EQ/DQ aircraft
belong to the IQEAAF’s 1st Fighter Wing
based at Tamim.
In September 2016, the sale of 72 Boeing
F-15s, was submitted to the US Congress
for approval and a contract for 36 F-15QAs,
based on the Saudi F-15SA, plus an option
for 36 additional aircraft, valued at $21.1
billion, was signed in November 2016. The

Two. Qatari pilots and ground crew have
been learning how to fly and maintain the
Typhoon at RAF Coningsby in the UK since
June 2020, with RAF personnel providing
training both in the air and on the ground as
they prepared to accept the first Typhoons
which will be delivered in 2022.
In 2011 the QEAF had evaluated the
Lockheed Martin F-35A Lightning II but
decided that it was a quantum leap for
an air force operating small numbers of
obsolete Alpha Jet light attack aircraft and
fourth-generation Mirage 2000-5s.
In 2015, Egypt became the Dassault
Rafale's first international customer when
it ordered 24 Rafales, as part of a larger
worth $5.9 billion In January 2016, Egypt
received six aircraft are two-seat Rafale
DMs that were diverted from delivery to
the French Air Force. In May 2021, France
agreed to sell Egypt an additional 30 Rafales
in a $4.8 billion deal to be funded through a
loan repayable over a minimum of 10 years.
They are operated by the EAF’s 203 Tactical
Fighter Wing based at Gebel el Basur Air
Force Base near Cairo.
In July 2018 the Israeli Air Force hosted
a military delegation from the United Arab
Emirates (UAE) to review operations of its
F-35 Lightning II fighter aircraft. Israel is
the only country in the Middle East that
has the F-35A in its inventory, and the only
nation at the time to deploy the fighter in
combat missions. Although not having formal diplomatic ties, Israel and the UAE are
cooperating in security matters as way to
counteract the growing influence of Iran in
the region. The unprecedented visit came as

Eurofighter Typhoons equip the Royal Air Force of Oman’s re-formed No 8 Squadron based at it
new Adam Air Base.

february/march 2022 - armadainternational.com

25

EAF

middle east

IAF

Egypt became the Dassault Rafale's first
international customer when it ordered
24 Rafales in 2015, and another 30 in 2021.

Israel is the first country on the Middle East to operate the
Lockheed Martin Lightning II, F-35I Adir.
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the UAE sort to purchase its own fleet of the
F-35. In the final days of the Trump administration, the US approved a defence package
for the UAE worth an estimated US$23
billion for a fleet of 50 F-35s, as well as MQ-9
Reaper UAVs and assorted munitions.
On 3 December 2021 it was announced
that the UAE had signed a $18 billion contract for 80 Rafale F4s and 12 Airbus H225M
Caracal helicopters from France. "This deal
is not considered as an alternative for the
forthcoming F-35 deal, it is rather a complementary deal as we develop our air force
capabilities," said Major General Ibrahim
Nasser Al Alawi, commander of the UAE
Air Force and Air Defence, in a statement
meant to reassure his US ally that the Rafale
jets would just replace the UAEAF's Mirage
2000 fleet. However, a UAE official stated
that the UAE had informed the US that it
will suspend discussions to acquire the F-35.
Technical and security requirements, sovereign operational restrictions imposed by the
Biden administration and the cost/benefit
analysis had led to the reassessment. It is
also likely that the F-35As the US may sell the
UAE will almost certainly be more limited
than Israeli Air Force F-35I Adirs.

LAND AND AIRLAND DEFENCE AND SECURITY EXHIBITION
middle east
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An artist’s impression of the F 126 frigate
Damen has designed for the German
Navy. Damen uses Virtual Reality (VR)
simulation technologies to demonstrate
design concepts to a customer, such as
showing how a multi-purpose frigate can
switch operational configurations.

SHIPBUILDING WITH
VR, AR AND DIGITAL
TWINNING
Damen develops simulation training products to add value in ship concept, design, build, and support

N

avies are seeking to introduce new ships more quickly
and to generate forces at sea
more efficiently to increase
frontline presence. The
naval industrial base is responding to this
requirement in several ways, including by
developing synthetic tools that can be used
across the spectrum of platform development, including concept, design, build, and
in-service support like maintenance and
operator training.
One company with a prominent profile
in this area is Damen Naval (DN), part
of Damen Shipyards Group (DSG). DSG
builds maritime platforms from pontoons
to tugs to ferries and to commercial ships.
DN, which is responsible for building naval
ships, is currently engaged in designing,
building, maintaining, and supporting a
range of ship types for a range of navies, including the Netherlands, Germany, Mexico,
and Indonesia.
Alongside designing, building, and
maintaining naval ships, DN is actively
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Dr Lee Willett
engaged in examining how the wider use of
technology can improve these processes for
both DN and its naval customers.
“We have a big emphasis on research and
technology, and technology development,
as we are part of the naval ‘Triple Helix’
[government, industry, and the research/
knowledge community], with the Netherlands Ministry of Defence as launching
customer for the Royal Netherlands Navy
(RNLN) fleet. As a specialised Western navy,
the RNLN has a high level of technical content in its ships and systems,” Björn Mes, a
research engineer and xR specialist in DN’s
Research and Technology Support team,
told Armada International, in an interview
on 10 January 2022.
The DN research and technology team
assess how simulation technologies like
Virtual Reality (VR), Augmented Reality
(AR), Digital Twinning, and broader use of
modelling and simulation add value across
the four stages of platform development:
concept; design; build; and in-service
maintenance and operator training. “We try
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to find out how to use new technologies like
VR, AR, Digital Twinning, and modelling
and simulation in the complete value chain
of shipbuilding,” said Mes.
“We use such technology for the design
process – the concept stages, the early
design stages, the detail design of the ships,
the design reviews – and after that for the
building of ships, where it is really interesting to see what these technologies can do,
and then of course during ship operation.”
DN develops its synthetic technologies
through proof of concept and field trials
work, and then offers them as simulation-based products to support the design,
build, and operational support of the
shipbuilding programmes it is delivering,
Mes explained.
DN’s development of a range of synthetic concepts demonstrates not only the
various ways in which such technology can
be used in shipbuilding and ship operation,
but how it can also add value not only in
building and operating a ship effectively but
in enabling navies to manage introduction

Damen Naval/RNLN Maritime Simulation Centre

sea Power

and operation of new platforms at a time of
reduced ship numbers in fleets and reduced
sailor numbers onboard those ships.

An RNLN Maritime Simulation Centre staff member demonstrates use of an operator training
VR set up, which is designed to show operators how to use certain systems.

up to when a fully-fledged computer-aided
design (CAD) system is in use, including
with updated weapon and sensor information, live information data-base support,
and people or tools situated ashore able to
access, add to, and use such information.
Mes argued that Digital Twinning
enables concepts like condition-based
maintenance, which encompass developing
a Digital Twin of a system or component onboard a ship and then modelling potential
wear and tear to estimate when the real system might require repair and to understand
what repair work might need to be done.

A screenshot from Damen’s ‘Know Your Ship’ VR training
product applied to the Royal Netherlands Navy’s (RNLN’s)
Holland-class OPVs. ‘Know Your Ship’ demonstrates ship
layouts and capabilities in VR.

Damen Naval/RNLN Maritime Simulation Centre

DEFINING TECHNOLOGY
VR, AR, Digital Twinning, and other modelling and simulation technologies are based
around different concepts, and are used in
shipbuilding programmes in different ways.
“VR is a way to visualise a system that
is not available – if it is not yet built, or it is
somewhere else,” said Mes. In the latter context, this relates for example to all ships of a
certain type being unavailable for training
purposes.
“AR is the visualisation of live data in
context,” Mes continued. “Live data means
sensor information or aggregated data from
external sources such as weather satellites
or AIS. Together, this data can be everything
from sea states to revolutions-per-minute
on a propulsion shaft, and can even include
data from a maintenance manual – but it
always has to be in context.” “If I look at a
piece of equipment, an AR application is
able to recognise it as what it is and view
relevant data – so, dynamic data in context.”
An added element of AR applications is
they leave the user’s hands free. “Especially
from a maintainer’s perspective, it’s really
important that you have your hands free to
do actual work,” Mes explained.
Mes noted there are different views on
what Digital Twinning is. “In my humble
opinion, it is a ‘data lake’, with geometry,
behaviour, and simulation in it that grows
during the lifetime of a ship.” This ‘data
lake’ builds from when the first sketch of
a new ship design is drawn up, all the way

“I see Digital Twinning as a means to an
end, not a goal,” said Mes. “As an example,
if you have a Digital Twin and you have a
condition-based maintenance system, a
technology like AR can be the view of that
information. So, the source of the data
is the Digital Twin, the business case is
the application [such as condition-based
maintenance], and AR is the way to view the
information in that app.”
Part of this idea, Mes continued, is that a
Digital Twin should be a platform on which
to add apps that use the same data and enhance functionality by bringing in new or
more detailed behaviour and simulations.
So, for example, in the design process an
app can provide data on the ship’s behaviour
like sea-keeping, to inform that ship design.
“Condition-based maintenance is one of
those apps, because you use the build data,
you use the actual live data, to come to a
conclusion,” he explained. “That base data
is required to demonstrate the live state of
a system, as such data might indicate that
something was done during the life-cycle of
a component, system, or ship that influences one of those condition-based maintenance variables.”
APPLIED SIMULATION
Damen applies the different simulation
technologies in different ways across the
different shipbuilding phases.
In the concept phase, the company uses
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The Mexican Navy’s Sierra-class offshore patrol vessel (OPV) ARM Benito Juarez is pictured at
sea. Damen Naval designs, builds, and supports ships for a range of international customers,
including the German, Indonesian, Netherlands, and Mexican navies.

VR to demonstrate a design concept to a
prospective customer, Mes explained. “So,
if we try to build a frigate that is multi-purpose, we use VR as a way to show what a
multi-purpose frigate is … to give them an
idea of how it looks,” he continued. “We use
it to explain … how we would use the stern
of a ship, how we can we use containers,
how we can use gliders, or how we can
switch to a configuration like anti-submarine warfare.”
As concepts at this stage generally are
based around preliminary designs and
general layout arrangement plans, using VR
is key. “It’s more of a concept communication perspective, than actually a technical
perspective of how it will fit and what the
measurements will be,” said Mes. Here,
using VR demonstrates the ship’s size,
geometry, and how compartments broadly
fit in, for example.
In the design phase – a two-stage phase,
when the engineering specifications of the
ship concept are developed and refined
through basic design and then detail design
– Damen also uses VR-based approaches.
Here, it is looking to apply VR in two ways,
with these different ways assisting customer and engineer, respectively.
First, if the customer has an ad hoc
question about the detail of the ship’s layout, VR can be used to help demonstrate
what the lay-out will look like, including for
both major systems and for how compartments will appear. In the former instance,
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Mes explained that VR can demonstrate visually why a large, primary sensor like a radar dome needs to be positioned in a certain
spot on the ship’s superstructure to avoid
interfering with the operation of the ship’s
crane, for example. In the latter instance,
if a customer is interested to understand
the lay-out of the ship’s ops room, the ship’s
prospective commanding officer can be
seated in a chair set at the same height as his
seat in the ops room and put on a pair of VR
goggles: he would then be able to see the layout, and be sure he could see all the consoles
from his seat.
Second, Damen is looking at how VR applications can augment the use of CAD systems. “We are actively pursuing the idea to
see if we can use that as a regular, embedded
procedure in design and review processes,”
said Mes. Damen is in the ‘proof of concept’
stage with this idea, he explained: while
demonstration work has progressed well,
the test will be introducing a real ship into
the concept, as that will add design objects
and data.
In the build phase, Damen is developing some ideas relating to AR. “One of our
unique selling points is that we can build
ships abroad: so, we design ships in Vlissingen, and then we build them in the yards
in Mexico, or Indonesia, or Germany,” said
Mes. “In some countries, language can be
an issue …. So, can we use AR technologies,
linked to CAD, to explain to a welder how
to weld the ship together, looking at where
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does a piece fit or if we can use the quality
control system to help the welder keep
the welding torch at the right angle or to
measure how long the welder is welding on
the same spot?” Similarly, ship designs are
drawn up in 3-D, but then are sent to the
customer in 2-D before the customer then
re-establishes them in 3-D: using AR can
help skip the 2-D step, Mes explained.
In the ship operations phase – where
synthetic technologies can be applied
for both ship maintenance and operator/
maintainer training – Mes detailed some
key products Damen has developed.
“The training part is really important
at the moment because that is a low-hanging fruit for most of our customers, and it’s
easily accomplished with the applications
we have available,” said Mes. “We use VR
for training at this point. It’s been through
the ‘proof of concept’ phase; now it’s an
actual product.”
Damen has developed several versions
of this VR product. “We have maintainer
training – so, how do I conduct maintenance on a piece of equipment. We have
operator training – so, how do I operate a
certain system. We have general introduction training modules,” Mes explained. In
the latter instance, Damen has a VR product called ‘Know Your Ship’: “it’s training
in VR where you learn what the lay-out of
the ship is, where are the fire extinguishers, where are the emergency exits, how
fast and heavy is the ship, what are the operational capabilities,” said Mes. “We have
training that is similar for the engineering
department: it gives an introduction about
the ship systems and more specifically the
functional chains and dependencies of
the different systems; so, at the end of the
training, you know that if you want to fire
your gun you need chilled water – that sort
of knowledge.”
Damen can provide these VR products
in multi-user format. It also has produced
specialised VR apps, such as one focused
on training for internal battle damage assessment in which, for example, an engine
room could be isolated.
Damen has not yet fully developed
any AR products for sale to customers, as
the way a ship moves means ‘ruggedised’
AR solutions must first be developed to
enable the AR app to recognise where it
is. However, Damen has an embryonic
Digital Twinning product emerging, which
delivers a full-ship model based on the
CAD model.

Damen Naval
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The Indonesian Navy’s SIGMA 10514 Martadinata-class frigate KRI I Gusti Ngurah Rai is pictured at sea. The Damen-designed Martadinata
frigates were built in Indonesia. Augmented Reality (AR) simulation technologies can help shipbuilders generate and use 3-D designs.

Monitoring and presenting
technology
Damen’s researchers also monitor how
other industrial sectors are using synthetic
technologies like AR, for example to measure pipe sizes and angles when fitting them
into tight spaces. In a shipyard, a pipe fitter
may have to make regular trips from the
pipe shop to the ship to look at where and
how a pipe must fit in a particular space.
The researchers came across a company
that makes domestic stairlifts, and uses AR
to calculate pipe lengths and angles based
on routing. Such technology potentially
offers time and effort savings. While Damen
has not yet introduced the technology into
its AR thinking, Mes noted this was an example of how AR and Digital Twinning could
be integrated together at a practical level.
In its use of synthetic training products,
Damen is looking not only at what technologies to use but also at how to present them.
For example, its VR-based training system
applications are designed in what Mes referred to as a ‘game-ified’ manner – in other
words, drawing on gaming technology. This
offers particular assistance to the RNLN,
for example, in helping to attract sailors
from its target audience of new generations, and helping these recruits maximise
their use of and learning from the training

product. “We use game mechanics as a technical concept for these training simulation
systems: we use it to [enhance] motivation,”
said Mes. “A simple example could be a leader board. Part of our target audience may
be conscious of their position on the board:
they want to rise to the top by overtaking
their peers,” he explained. “So, if we let the
user retry the training to rise up the board,
the unintended consequence is that the
learning content is repeated multiple times,
helping knowledge retention.”
The Damen research team also devise
research topics to support the in-service
operator training phase. One new research
topic is ‘just in time’ training using AR,
said Mes. Here, with many navies reducing
their number of platforms but still operating several different ship types, and with
sailors cross-decking regularly between
types as a result, Mes added there is a need
for specific initial training solutions. “You
don’t always have the right ship available
to train and there is the fact that we have
more generic-educated mariners. In previous years, you had a dedicated weapons
system engineer or a dedicated platform
management person: these days … sailors
are more generically educated, so you need
information about systems ‘on the fly’, ‘just
in time’.”

“You want to have all the data that is
available on a piece of equipment accessible
for when a user needs it,” Mes explained.
“So, if there is something broken and the
user is trained to use a ‘Type A’ pump, a
‘Type B’ pump would be maintainable by
the user with the right data available. Can
we use AR to serve that right data to that
maintainer?”
“This is about how those systems work
onboard a ship. Can we make connections
to static data like geometry, building, the
sensor or ship type, and the relevant manuals, and can we use dynamic data as well?
Can we link it to a condition-based maintenance system or maintenance management
system? Can we make those connections
to make that ‘just in time’ learning possible?” Mes asked. “It’s about data flow and
information.”
Overall, Mes continued, “Can you use
AR to help the crew cope with the huge
amount of data whilst … there are less and
less people onboard? We have an increase
in information and less people to handle
that information, so can we build systems to
make sure the right person has the right information at the right time, when they need
it?” “So, can we help manage those data
streams? That’s something we are really
interested in using AR for,” he added.
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This is the only unclassified picture of a Typhoon’s Captor-E radar. The picture has been altered so hide the number of TRMs on the array.

AIRBORNE AESA

FIGHTER RADARS
AESA radars are generally considered to be the most innovative and technologically-advanced type of
tactical radar system and have become almost a necessity for modern fighter aircraft.

A

ll new generation fighters are
built with Active Electronically Scanned Array (AESA)
radar, and many older fighters have been or are being
retrofitted with AESA radars.
Conventional mechanically-scanned
(M-scan) fighter radars use a moving
antenna, which is steered or repositioned
mechanically in order to ‘steer’ the radar
beam. This requires complex and powerful
mechanisms to move the antenna quickly and precisely, sometimes under high
g-loadings.
These traditional M-scan radars
produce a single radar beam and usually
operate on fixed frequencies – often with
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By Jon Lake and Angie Bee
relatively limited frequency agility. There
is no ability to simultaneously operate in
both air-to-air and air-to-ground modes.
Traditional radars also use a single transmitter/receiver, making them potentially
vulnerable to unreliability, with a number
of ‘single-points-of-failure’.
Radars with electronically scanned or
‘phased’ arrays use electronic phase shifting
to steer the transmitted radar ‘beam’, using
timing differences between the signals
from each element to form and steer the
radar beam, rather than physically moving
the antenna.
There are two types of electronically
scanned or phased array radar – passive and
active (PESA and AESA), but PESA radars
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have relatively modest range and are often
heavy and prone to cooling problems. PESA
radars are today often viewed as representing a technological dead end, and it is AESA
radars that now dominate the fighter radar
market. So what is an AESA radar, and why
is AESA technology becoming so
ubiquitous?
FIRST-LOOK, FIRST-SHOT, FIRST-KILL
Fundamentally, air combat is all about
killing the enemy without being killed
yourself, what Lockheed Martin has called a
“first-look, first-shot, first-kill capability.”
That means seeing an enemy aircraft first,
and being able to fire a missile and destroy
the target without the enemy pilot seeing

TECHNOLOGY FOCUS

Raytheon’s AN/APG-63(V)2 AESA radar was first installed as an upgrade for 18 US Air Force
Boeing F-15Cs.

you and without him getting off a return
missile shot.
All sorts of things feed into that capability, including your own radar cross section,
the range of your missile armament, and
rules of engagement, but radar is fundamental to the ‘first look’ part of the phrase
above. Your radar must locate the enemy
aircraft in three-dimensional space with
sufficient accuracy to be able to engage,
providing what is called a ‘weapons quality
track.’ Most agree that AESA radars achieve
this better than conventional mechanically
scanned arrays.
Most AESA radars use a fixed antenna,
consisting of a matrix of multiple solid state
transmit/receive modules (TRMs), each of
which effectively functions as an individual
antenna capable of generating and radiating its own independent signal.
The AESA radar antenna array can be
divided into sub-arrays that are capable
of adaptive beam-forming, including the
generation of multiple independent beams.
These beams may be interleaved, allowing
the radar to support multiple simultaneous
radar modes, including air-to-air searchand-track, ground moving target indication
and tracking, real beam mapping, synthetic
aperture radar (SAR) mapping, and sea surface search. In a two-seat aircraft like the
Boeing F/A-18F Super Hornet, this means
that the pilot in the front cockpit could be
undertaking an air-to-air task, while the
weapons systems officer in the aft cockpit
is simultaneously prosecuting an air-toground attack, with the radar supporting
both.

An AESA radar will typically make a
raster-type scan but using a thin pencil
beam – giving a narrower and more elongated main lobe than a typical mechanically
scanned radar. Because it can scan at a very
high rate it can produce more power in this
more ‘dense’ lobe, and with reduced latency.
But because it can produce multiple beams
it does not have to wait for a scanning beam
to revisit a target. Instead, an AESA radar
can prioritise and scan around the first
detection or ‘hit’ and build track information rapidly, giving a higher quality track
at longer range. Alternatively, one beam
may be ‘frozen’, or can be kept pointing at a
target continuously rather than returning
to that target with each raster scan, while
other beams scan elsewhere. This improves
resolution and allows multiple targets to
be tracked continuously, or for spatially
separated targets to be tracked without any
degradation in performance.
An AESA radar will typically change its
frequency with every pulse, generally using
a random sequence, and can also spread
their signal emissions across a wider range

of frequencies, making it harder to detect,
locate or jam. This, together with the fact
that an AESA does not have a fixed pulse
repetition frequency makes it a low-probability of intercept (LPI) radar – ‘stealthier’
than conventional fighter radars.
The individual TRMs operate at relatively low power, and can be carefully tailored,
using no more transmitting power than is
needed to obtain the required information
for each individual target. This obviates the
need for a large high-voltage power supply,
and further reducing the chances of the
radar’s signals being intercepted by hostile
forces.
Because each module operates independently, the failure of a single TRM will
not have a significant effect on overall
system performance. Even the failure of
a number of modules will not prevent the
radar from operating, but will rather result
in a ‘graceful degradation’ of performance.
And the scope for failure is lower than with
a traditional radar, because the lack of moving parts significantly improves reliability,
and reduces costs of ownership.
Many current AESA radars are not
much heavier than moving planar arrays,
early models, and are better able to work
with existing aircraft power and cooling.
Some now represent something close to
a plug-and-play upgrade option, though
generally an AESA radar will require some
increase in cooling and electrical power generation capacity, and often some
strengthening of the forward fuselage.
Modern fighter radars are expected to
do more than simply locate and identify
airborne targets and support missiles in
flight. AESA antennas can also be used to
create high-bandwidth data links between
aircraft and other equipped systems, and
advanced AESA radars may also offer a
useful electronic attack capability.
The AESA radar does have one notable
disadvantage — its limited field of view
(FOV). Currently, the maximum FOV for a

The AN/APG-79 was
designed to give Boeing’s
F/A-18E/F Super Hornet
an AESA radar, and is
claimed to provide a
near instantaneous and
multi-target tracking
capability.
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Northrop Grumman’s first major fighter
AESA was the AN/APG-80, developed for use
on the advanced Lockheed Martin Block 60
F–16E/F for the United Arab Emirates.

In 2019 Northrop Grumman delivered its
500th AN/APG-81 fire control radar for the
F-35 Lightning II.

standard flat phased AESA antenna is between 90 and 120 degrees. But, by combining
mechanical movement with the system,
the limited AESA radar range can be vastly
increased.

precision engagement capabilities and
better multi-target tracking. The APG-82 is
used on the IDF/AF’s F-15I and the JASDF’s
F-15J upgrade as well as on the USAF’s
upgraded F-15Es.
The AN/APG-79 is an upgraded version
of the M-Scan APG-65 and APG-73 family,
with an AESA antenna with more than 1000
transmit/receive modules TRMs and was
built using open systems architecture and
commercial-off-the-sheet parts.
Raytheon was the prime contractor for
the new radar, with Northrop Grumman
responsible for the design and supply of
the X-Band phased array antenna. It was
designed to give Boeing’s F/A-18E/F Super
Hornet an AESA radar, and is claimed to
provide a near instantaneous and multi-target tracking capability. Some Super Hornet
pilots have praised its ability to operate in
the air-to-air and air-to-ground modes simultaneously, although early reports from
Director, Operational Test and Evaluation
(DOT&E) questioned its performance and
reliability.
A scaled version of the APG-79, the (V)4
is being used for an upgrade of USMC ‘Heritage Hornets’ (F/A-18A-D) and implements
Gallium Nitride, or GaN, technology, giving
longer range and enhanced performance.
Northrop Grumman’s first major fighter AESA was the AN/APG-80, developed for
use on the advanced Lockheed Martin Block
60 F–16E/F for the United Arab Emirates.
Though based on the Westinghouse (now
Northrop Grumman) AN/APG-68, the
new AESA variant marked such a major
step forward that many viewed the new
F-16 variant as being a better aircraft than

AESA MODELS
The first American AESA radar was the
Raytheon AN/APG-63(V)2, a major upgrade
for some 18 US Air Force Boeing F-15C
aircraft based at Elmendorf Air Force Base,
Alaska, which combined the proven AN/
APG-63 ‘back end’ with a new AESA antenna. They entered service in 1999.
The first operational all-new fighter AESA was Mitsubishi Electric’s
ground-breaking J/APG-1. Designed and
built for use on the Mitsubishi F-2 fighter,
which entered service in 2000, the J/APG-1
was the first series production AESA to
be introduced on an in-service military
aircraft. The upgraded J/APG-2 brings compatibility with the new Mitsubishi AAM-4B
air-to-air missile.
The AN/APG-63(V)3 radar is a more
modern variant of the APG-63(V)2 and uses
the same AESA technology used in Raytheon's APG-79. The (V)3 radar is currently
being retrofitted into the F-15C/D and
deployed in Singapore's new build F-15SG
and Saudi Arabia's new F-15SA aircraft. The
radar provides air-to-air and air-to-surface
capabilities, enabling the detection and
engagement of targets over long distances.
The AN/APG-82 was designed for the
modernisation of the USAF’s F-15E aircraft
fleet, and uses the APG-63(V)3’s antenna
and the upgraded processor of the APG-79.
These upgrades ensured extended range,
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those flown by the USAF. After delivering
some 80 F-16E/F aircraft to the UAE, the US
Government eventually placed a ban on any
further APG-80 exports – even to the UAE,
its original customer, who had funded its
development, killing off a planned top up
buy of Block 61 aircraft!
An agile beam radar (ABR), using
Northrop Grumman's fourth-generation
transmitter/receiver technologies, and fitted with about 1000 transmit/receive modules, the APG-80 is capable of simultaneously tracking air-to-air and air-to-ground
targets and operating in the terrainfollowing mode.
The AN/APG-77 built further on
Northrop Grumman’s experience in the
AESA radar sector, and is the long-range,
multi-function, low probability of intercept
(LPI) radar fitted to the Lockheed Martin
F-22 Raptor. The APG-77 provides the F-22
with a primary sensor that complements
the aircraft’s LO stealth characteristics,
allowing the Raptor pilot to track and
engage multiple airborne threats before any
adversary radar can detect the F-22.
The solid-state radar has 1956 transmit/receive modules, each the size of a
stick of chewing gum, and can perform
near-instantaneous beam steering (in the
order of tens of nanoseconds), though the
original model had a 50:50 mix of separate
single-function transmit modules and receive modules. The APG-77 attained initial
operational capability (IOC) in 2006 and
there are more than 180 systems in service.
The improved APG-77(V)1 provides full airto-ground functionality (high-resolution
synthetic aperture radar mapping, ground
moving target indication and track (GMTI/
GMTT), automatic cueing and recognition,
combat identification, and other advanced
features).
The Lockheed Martin F-35’s AN/APG-81
radar was commissioned in 2005 and uses
technology and some modes from the F-22’s

SABR - A fit-check on a Northrop Grumman
SABR on USMC F A-18C Fighter at Marine
Corps Air Station Miramar.
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AN/APG-77. Northrop Grumman describe
the APG-81 as “the latest and most capable
AESA in the world” and note that it acts as
the “cornerstone to the F-35 Lightning II's
advanced sensor suite.” They say that it:
“provides unparalleled battlespace situational awareness that translates into lethality, aircrew effectiveness and survivability.”
In addition to the usual air-to-air and
air to-ground capabilities (including an
ultra-high-resolution Synthetic Aperture
Radar (SAR) mapping mode), the APG-81
can also operate as an EW aperture using
the AESA's multi-function array (MFA) to
transmit powerful jamming signals with
great precision for electronic protection
(EP), electronic attack (EA) and electronic
support measures (ESM), and enables the
F-35 to suppress and destroy advanced
enemy air defences.
The most recent US fighter radars
were both developed to meet 4th Generation Fighter (and especially F-16) upgrade
requirements. The Raytheon Advanced
Combat Radar (RACR) or AN/APG-84 was
a scaled-down version of the AN/APG-79
already operational on F/A-18E/F Super
Hornet and Boeing EA-18G Growler, and

Leonado’s ES-05 Raven is fitted to the Saab Gripen E/F.

was selected for the original RoKAF F-16
upgrade, which was subsequently cancelled.
Since then, it seems to have gained no real
traction.
Up to now, the Northrop Grumman
Scalable Agile Beam Radar (SABR) or AN/

APG-83 has enjoyed more commercial
success. Derived from the F-22's APG-77
and the F-35's APG-81, SABR is designed
to fit into the F-16 aircraft with no power,
structural or cooling modifications, and
was selected for a number of USAF and ex-
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aircraft to turn away after a missile launch
while still maintaining support to the missile in flight. The single-axis, single-jointed,
rotating barrel-type antenna repositioner
requires the use of innovative connectors
between the antenna and the back end of
the radar, and these were based on technology used in oil drilling.
Fitted to the Saab Gripen E/F, Raven is
optimised for multi-role operations, and
includes a comprehensive suite of modes for
both air-to-air and air-to-ground operation
including interleaved operation.

The Leonardo ECRS Mk2 radar planned for the UK’s Eurofighter Typhoons.

port F-16 upgrades, and now forms the basis
of the latest Block 70 F-16.
Northrop Grumman says that the SABR
radar will “ensure F-16s, F/A-18s and other
4th generation aircraft remain operationally viable and sustainable for decades to
come.” The new radar provides faster search
and target acquisition, smaller target detection, multi-target tracking, autonomous,
maritime modes, all-environment stand-off
precision targeting, ‘BIG SAR’ wide area,
high-resolution mapping, high quality
co-ordinate generation, as well as robust
electronic protection and interleaved mode
operations. As well as providing greater
situational awareness, SABR is claimed to
give three to five times greater reliability
and availability.
Though Europe’s fighter operators have
been relatively slow to adopt AESA radar,
Anglo-Italian radar giant Leonardo (and its
precursor companies) have been at the forefront of AESA development for some years.
Leonardo’s ground-breaking Vixen 500E
AESA entered service with US Customs
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and Border Protection (CBP) in 2012, for
example. The radar was fitted to the CBP’s
Cessna C-550 Citations, which were used to
intercept drug-running aircraft. The Vixen
500E offered superior air-air detection and
automatic tracking capabilities, particularly against small targets (including microlights) even over varied difficult terrain.
Leonardo’s Grifo radar family now
includes an AESA variant in the form of the
Grifo-E. Grifo-E uses Leonardo’s proven
E-scan antenna technology and the new
multi-aperture array and multi-channel
receiver provide a wider set of advanced and
up-to-date capabilities. With its modular
architecture the radar is also easily customisable and can be adapted and integrated
with many different platforms.
Leonardo’s next fighter AESA was a
real game-changer. The Vixen 1000E (later
redesignated as the ES-05 Raven) features
an innovative roll-repositionable AESA antenna providing a full ±100º field of regard –
or roughly twice what fixed arrays provide.
This Wide Field of Regard (WFoR) allows the
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EUROFIGHTER - M-SCAN TO AESA
Eurofighter was slow to embrace AESA
technology, probably because the mechanically scanned Captor radar was the most
advanced ‘M-scan’ radar in the world, with
a lightweight antenna, big, powerful motors
and robust gimbals, which allow it to be repositioned very rapidly and with great precision. It can intersperse the search pattern
with ‘loopbacks’ to hit high-priority targets,
rather than being stuck in a constant raster
scan pattern like many conventional mechanically scanned radars. When Typhoon
was being conceived, Euroradar believed
that AESA was not really ready but that
commercial RF technology would make
it a less costly and more efficient upgrade
option, or as a new radar for late production
aircraft.
As recently as November 2018, an experienced Luftwaffe Typhoon pilot told this
writer that he hadn’t found himself “in one
situation where I wanted or needed E-scan.”
He highlighted the excellent performance and capability of the M-scan radar
on the Eurofighter and stressed that he
would rather have the EuroFirst passive
infrared airborne track equipment infrared
search-and-track (PIRATE IRST), which
was absent on German Eurofighters, than
a new radar, and that after that he’d rather
augment the existing radar with a Litening
laser designator pod (LDP) to give a passive
long-range visual identification capability.
By contrast some UK Royal Air Force
(RAF) Typhoon pilots (who have long had
both Pirate and Litening) view M-scan
radar as being on the verge of complete
obsolescence, since mechanically scanned
radars exhibit an inherently greater vulnerability to jamming and suffer from an
inability to fully exploit the performance
and capabilities of new weapons, including
the Meteor BVRAAM.
Leonardo has developed the next-gen-
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eration Leonardo Captor-E AESA radar,
which is equipped with a dual swashplate
mechanical re-positioner to give improved
angular coverage and performance, and
this is now entering service with the Kuwait
Air Force in ECRS.Mk0 form. This radar
will also equip Qatari Typhoons, while the
improved ECRS.Mk 1 will equip upgraded
German and Spanish Typhoons and any
new build aircraft for Germany, including
the 38 aircraft ordered under the Quadriga
contract. At step zero ECRS.Mk 1 will be
a licence-built ECRS.Mk 0, with a German-produced array. At step one, a new
multi-channel receiver will be integrated,
together with additional processing. Multi
Channel capability will then be enabled
under ECRS.Mk 1 step two.
TYPHOON'S NEW RADAR
The UK is pursuing an even more advanced
AESA for some of its Typhoons. Though
Leonardo’s ECRS.Mk 2 is often described
as a member of the Captor family, the new
radar, previously known as ‘Radar Two’ has
no hardware commonality with the earlier
variants, and is all-new from the power
supply forward. Even the antenna uses a
completely different type of repositioner,
closer in design to that of the Raven than
that used by ECRS.Mk 0, though it will
provide the same very wide field of regard.
The new Typhoon radar promises to bring
new electronic attack capabilities, and will
be transformational in BVR air combat.
Some claim that it will be the world’s most
advanced fighter radar when it enters
service in 2028.
The French Rafale was originally
delivered with the Thales RBE2, a PESA
radar which nevertheless demonstrated an
impressive ability to operate in air-to-air
and air-to-ground modes simultaneously,
and had serviceability and reliability advantages compared to mechanically scanned
radars. But the drawbacks of PESA radar led
to the rapid development of the RBE2AA, an
AESA variant of the original RBE2 PESA radar, and as a result Rafale had an operational AESA radar by 2014. The small size of the
Rafale’s nose means that this has only about
830 TRMs, however, roughly half the number
used in the Typhoon radar, for example.
Though Sweden’s Gripen-E uses the
Leonardo Raven, Saab has developed an
indigenous GaN-based AESA radar which it
flew in April 2020, and which it has offered
as an upgrade option for the Gripen-C/D.
Though Russia actually fielded the

first in-service fighter to use an electronically scanned radar, the Mikoyan MiG-31
‘Foxhound’s Tikhomirov (NIIP) BRLS-8B
Zaslon radar used a passive electronically scanned array (PESA), as did the NIIP
N011M Bars used by the Su-30MKI, and the
N035 Irbis radar fitted to the Su-35BM.
NIIR Phazotron has developed a number of AESA version of its Zhuk radar, but
none have been fielded, while the
Tikhomirov NIIP N036 Byelka has yet to
enter full service on the Sukhoi Su-57.
The exact status of China’s AESA radar
programmes is unclear. The Shenyang
J-16 (an Su-27/30 derivative) is understood
to have an AESA radar and is in the final
stages of OT&E,
Later variants of the indigenous
Chengdu J-10 are also thought to be
equipped with an NRIET KLJ-10 AESA
radar. Two AESA variants of the older KLJ7A (Type 1478) radar have been associated
with the new JF-17 Block-3, one of them
fitted with a mechanical repositioner, and
one with two auxiliary lateral antenna
arrays to increase field of view. The latter is
the solution used by the Type 1475 radar on
the Chengdu J-20 heavyweight fighter.
Elsewhere, Israel’RBE2s ELTA has
produced the EL/M-2052 AESA radar, sold
to India for its DARIN III Jaguar upgrade,
and for the indigenous Tejas fighter. India’s
Defence Research and Development Organisation (DRDO) and its subsidiary, the Electronics and Radar Development Establishment (LRDE), are developing an indigenous
AESA radar, the Uttam, for future Tejas
variants, and for planned upgrades to the
Sukhoi Su-30MKI and Mikoyan MiG-29K.
In South Korea Hanwha Systems has
developed a largely indigenous AESA radar
for the new KAI KF-21 Boramae fighter.
An indigenous Aselsan AESA radar is also
understood to be under development for a
Turkish F-16 upgrade, and for the new MMU
fighter programme. It is expected to be
ready by 2022-23. Aselsan has said that it expects the new radar to enjoy a performance
similar to the Northorp AN/APG-83 AESA
being fitted as part of the F-16V Viper upgrade and to new-build Block-70/72 F-16s.
In the future, it is unclear as to whether
we will see a new generation of improved
fighter radars, or a wholly new kind of much
more integrated sensor.
If we see new versions of standalone radars, we can expect them to embody the best
and most advanced features of the current
generation – perhaps repositioners, and

Rafale’s RBE2AA, an AESA variant of the
original RBE2 PESA radar,

probably making increased use of Gallium
Nitride (GaN) semiconductors, which has a
broader amplification range than Gallium
Arsenide (GaAs) dispersing heat more rapidly even at extremely high voltage levels.
FUTURE RADARS
Future AESA radars could incorporate
additional conformal arrays to increase
angular coverage, such antennas having
been considered for the Su-57 and for the
Rafale, among other types. Leonardo has
shown the way forward with its Osprey
surveillance radar, which uses up to four
fixed conformal arrays to provide up to 360°
azimuth coverage for a range of rotary- and
fixed-wing platforms.
But others believe that next generation
fighter sensors are likely to be more closely
integrated and much less federated – like
the Leonardo UK led Integrated Sensors
And Non-Kinetic Effects and Integrated Communication System (ISANKE &
ICS) of the Tempest fighter that will sit at
the heart of the UK’s Future Combat Air
System (FCAS). This will probably see a
configurable mix of multi-purpose sensors
spread around the aircraft, simultaneously sensing and tracking enemy aircraft,
incoming missiles and other threats from
all directions, while being fully integrated
with a forward-facing radar. This radar was
initially referred to as the Multi-Function
Radio Frequency System (MFRFS), which
was originally said to be “four times as accurate as existing radars in one tenth of the
package.” It was claimed that the new radar
would be able to collect as much data per
second as the city of Edinburgh’s internet
traffic, with powerful signal processors
then processing that radar data to produce
a comprehensive picture of the battlespace
for the pilot.
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The US Air Force’s Advanced Battle Management
System (ABMS) C2 system from Northrop
Grumman will use cloud computing and new
communications protocols.

SPEAKING ACROSS
THE DIVIDE
While JADC2 heralds a paradigm shift in how the US armed forces and allied services share
information, its implementation faces distinct challenges.
Dr Thomas Withington

O

n paper, the project seems
simple enough. According
to a 2021 US Congressional
Research Service (CRS)
report the Joint All-Domain
Command and Control (JADC2) concept
connects ‘sensors from all of the military
services’. This includes those used by the
US Navy, Army, Air Force, Marine Corps
and Space Force. All these will be integrated
into a single network.
Until now, America’s armed services
used largely stove-piped Command and
Control (C2) systems. These share infor-
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mation from the lowest tactical echelon
up to the strategic level of command. This
information comprises all manner of data
from pictures and video to written and
voice traffic. As the CRS report notes, it has
not always been easy to share information
from one service to another. JADC2 aims to
merge these stovepipes.
“It has been an interesting show to
watch,” says Stephen ‘Tango’ Tourangeau,
dean of the RV Jones Institute. The institute
is a centre of excellence for electromagnetic
spectrum operations. Tourangeau says that
JADC2 is “specifically ambitious because it
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is finally an attempt to bring everything under one control infrastructure. It is a great
construct with some big challenges.”
WHY JADC2?
The US Department of Defence (DoD)
argues that the speed of conflict is making
ponderous information sharing at best antiquated and at worst a glaring weak point.
Evidence of war’s acceleration is ubiquitous. The advent of military hypersonics is
seeing weapons hitting speeds of between
Mach Five and Mach Ten. This translates
into velocities of between 3,334 knots

L3Harris
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(6,174 kilometres-per-hour) to 6,667kts
(12,348km/h). Russia’s NPO Mashinostrogeniya 3M22 Ziron (NATO reporting name
SS-N-33) reportedly can attain 6,000kts
(11,113km/h). Local reports say that the 3M22
is in the final stages of testing. The People’s
Republic of China (PRC) too is getting in
on the act. In October 2021 the New York
Times reported that the PRC’s Xingkong-2
hypersonic uninhabited space plane has
been undergoing testing. The Xingkong-2
is believed to be capable of speeds of up to
3,734kts (6,915km/h).
WHAT IS JADC2?
Cloud Computing is at the core of JADC2.
The DoD envisages a cloud which will hold
information. Let’s suppose that US forces
are engaged in a large, theatre-level joint
operation in the Middle East. All US forces
supporting that operation would be able
to upload information gathered by their
sensors to the cloud. Likewise, those forces
could download relevant information from
the cloud. Imagine that the Red Force has
deployed theatre ballistic missiles ready
to strike key US theatre targets like a large
joint C2 facility. A US Air Force Lockheed
Martin F-35A Lightning II combat aircraft discovers the missile launchers. This
information is immediately uploaded to
the cloud. Realising that the launchers are
priority targets, the joint force commander
searches for kinetic assets to engage them.
The optimum unit is an army artillery
battery. The battery is equipped with Strategic Long-Range Cannons. It is immediately tasked by the command to strike the
launchers.
The decision on which effects should
be used, whether they be kinetic, cyber or
electronic will fall to commanders. Nonetheless, they will be assisted by Artificial
Intelligence (AI). Returning to the scenario above, consider this example. The
joint force’s C2 software includes AI and
Machine Learning (ML) algorithms. These
continuously analyse intelligence and data
shared by Blue Force sensors on the cloud.
ML algorithms have learnt to associate
specific radio waveforms with Red Force
C2 centres. Communications intelligence
sensors have detected these waveforms
being transmitted from a building in a Red
Force city. However, there is a problem.
The AI usually correlates these waveforms
with images of tents and vehicles in rural
areas normally associated with Red Force
deployed headquarters. This suggests that

The architecture behind L3Harris’ Joint All Domain Command and Control/Advanced Battle
Management System (ABMS) is claimed to be platform agnostic, data centric and software
defined, capable of hosting third party applications and retrieving open source data.

the city building is being used as a covert
Red Force command post. The AI predicts
that this is maybe the case. Nonetheless, as
the building is in an urban area, it cautions
against the use of kinetic effects, specifying
a non-kinetic solution instead. The final
decision on the effects to be used against
the target will be down to the commander.
Nonetheless, AI will clearly act as an important decision support tool. Put simply,
JADC2 to be an important contribution to
the OODA (Observe, Orient, Decide, Act)
loop aphorism at the heart of manoeuvre
warfare philosophy. As argued by manoeuvre’s prophet, Colonel John Boyd, whoever
navigates the OODA Loop the quickest in
war is most likely to prevail.
COMMUNICATIONS
While software plays a key part in JADC2
emerging communications technologies will also be embraced. These include
so-called ‘5G’ or fifth-generation cellular communications protocols. 5G is an
important improvement on the current
4G cellular protocols routinely used in the

civilian world. It uses several low-band,
mid-band and Millimetre Wave (MMW) segments of the radio spectrum. These cover
frequencies of 400 megahertz/MHz to 3.4
gigahertz/GHz up to 72GHz. 5G promises
major increases in data rates compared to
current 4G protocols, potentially hitting
speeds of 20 gigabits-per-second. Latency,
the speed it takes for traffic to move from
one place to another, could fall to under one
millisecond. More subscribers can also be
hosted on a single 5G node than is possible
on a 4G node.
5G will be midwife to the Internet of
Things (IOT). The IOT will connect systems
which are not primarily communications
devices to one another so that they can
share data. For example, a person will be
able to monitor the temperature of their
oven or fridge from their smartphone while
away from home. In the military sphere the
IOT will give rise to the Internet of Military
Things (IOMT). This will allow platforms,
weapons and sensors to continually share
data. By using a military 5G network an
armoured vehicle could continually share
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Colonel Christopher Caldwell, US Army, the J3 operations director assigned to Joint Task Force Civil Support (JTF-CS), details the capabilities
of the JTF-CS common operating picture to Commanding General Maj. Gen. Jeff Van and JTF-CS staff during a Joint All-Domain Command &
Control System demonstration (JADC2) at Joint Base Langley-Eustis, on 3 February, 2021.

details of its fuel load with maintainers back
at base. They will be able to plan exactly
how much fuel the vehicle will need when
it returns from its mission. The CRS report
says that 5G and the IMOT will “connect
numerous sensors with weapons systems,
using (AI) algorithms to help improve
decision-making.” 5G links will be vital to
ensuring that data flows to and from the
combat cloud.
IMPLEMENTATION
At the core of the JADC2 architecture is the
US Air Force’s Advanced Battle Management System (ABMS). The ABMS is the
air force’s new C2 system. Official USAF
documents say that the ABMS will use
cloud computing and new communications
protocols. AI will be incorporated into the
ABMS to help human decision-making.
Work is forging ahead on ABMS implementation. Demonstrations of its architecture commenced in December 2019. The
US Army is, meanwhile, moving forward
with Project Convergence. Like ABMS,
this aims to accelerate “speed, range and
decision dominance to achieve overmatch,”
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according to an official army statement.
At the core of Project Convergence is the
integration of the army’s C2 architecture
into JADC2. Project Convergence is in
fact a series of annual army experiments
focusing on five elements. These are troops,
weapons, C2, information and terrain. The
experiments are designed to take the army’s
ideas on future warfare and trial them in
the real world. This will help determine how
the army will organise and equip for future
conflicts. In turn it will help determine
army C2 architectures and how these can
be connected to the joint force via JADC2.
Finally, the US Navy is working on Project
Overmatch. Like army and air force efforts
this will develop approaches to connecting
platforms, personnel, sensors and weapons;
influencing the development of naval C2
architectures which dovetail with JADC2.
To date, two major JADC2 exercises have
been held. One in December 2019 focused on
networking USAF and US Navy platforms
and sensors. The ABMS knitted together
USAF Lockheed Martin F-22A Raptor and
F-35A fighters. A US Navy Arleigh Burke
class destroyer participated in the exercise
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along with a US Army Raytheon AN/MPQ64 Sentinel ground-based air surveillance
radar. Commercial sensors were also used
to collect, analyse and share data on a simulated cruise missile attack against Florida.
The simulated missile was engaged and
destroyed using an army howitzer. A similar
experiment was performed in July 2020.
This tied together USAF aircraft, US Navy
vessels and North Atlantic Treaty Organisation (NATO) warships in the Black Sea to
counter a simulated Russian threat.
Implementation is major task implicit in the JADC2 undertaking: “The huge
problem is that we know what we need to do
but implementing the ideas has become a
huge challenge,” says Tourangeau. As noted
above, JADC2 will use existing and emerging communications protocols for smooth
information flows. The array of communications protocols used by the US military
and NATO is truly bewildering. Very/Ultra
High Frequency (V/UHF) radio networks
are joined by satellite communications
(SATCOM). Add emerging protocols like
5G and laser communications to this and
things get more complicated. What causes

Curtis-Wright
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The advent of JADC2 will likely see a deepening reliance
on link translation systems such as Curtiss-Wright's
HUNTR TDL tactical datalink gateway.

headaches is that these different links do
not always ‘play nice’ with each other. For
example, V/UHF bandwidths maybe noticeably narrower than those offered on MMW
frequencies. Moreover, the format of the
data and voice traffic carried by each link
will be different. Like a person conversing in Serbo-Croat to a fluent Mongolian
speaker, traffic will have to be translated
so it can move from one user to another
via the cloud. What is more, this voice and
data traffic will have to remain as secure as
possible. The amount of data now moving
around the battlefield has grown exponentially since the advent of the silicon chip.
Tourangeau says that this will increase
with AI and ML being used in computers
supporting personnel and materiel.
He believes that one potential solution
to this crosslink challenge is to develop
NATO-wide standards for any system
linking into the overall JADC2 architecture. These could be enshrined in NATO
Standardisation Agreements (STANAGS)
or equivalent DoD Military Standards. This
would ensure that any and all materiel is
JADC2 ready and help avoid data sharing
problems. Having NATO STANAGS to this
effect would also help US allies easily plug
into the JADC2 architecture during future
operations. NATO’s Link-11/22 and Link-16
tactical data links are integral to coalition
operations. This is almost certain to be the
case for JADC2 in the future. One potential
answer to this challenge is STITCHES (System-of-Systems Technology Integration
Tool Chain for Heterogenous Electronics
Systems). This is a Defence Advanced Research Projects Agency (DARPA) initiative.
It is developing software to integrate any
communications system in any domain to

enable low-latency, high data rate communications. STITCHES will achieve this
without recourse to modifying a system’s
existing software.
Allied to this challenge is ensuring that
enough of the electromagnetic spectrum,
where the radio waves that V/UHF, 5G and
SATCOM rely on reside, is available in
theatre to carry this burden: “There needs
to be a focus on ensuring that enough of the
requisite spectrum is available and secure,”
says Tourangeau. “Is the DoD putting
enough effort into ensuring the transportation network is available and secure?” Not
only does this mean guaranteeing enough
spectrum is available, but that spectrum
is protected from attack. This rests on US
forces and their allies winning Electromagnetic Superiority and Supremacy (E2S).
Electromagnetic superiority means that
the Blue Force can operate in the spectrum
without prohibitive interference from the
Red Force. Electromagnetic supremacy
means that the Red Force is incapable of
effective interference in the Blue Force’s use
of the spectrum. In October 2020, the DOD
launched its Electromagnetic Spectrum
Superiority Strategy to address the need
to secure E2S in future conflicts. While
Tourangeau broadly welcomes both JADC2
and the strategy, he worries the recommendations and requirements of the latter
have been insufficiently tied to the former.
“There is a need at senior DoD levels to put
a focus on that,” he urges. “How are we
going to ensure that the data flows
uninterruptedly?”
CONTROVERSY
JADC2 is not without its detractors. Given
its reliance on cloud computing, the obvious

concern is the cloud’s vulnerability to cyberattack. On the one hand, JADC2 heralds
a step change in the speed and efficiency at
which the US armed forces share information. On the other hand, this benefit could
become a vulnerability if cyberattacks
disrupt, degrade, destroy or deceive the data
stored on the cloud.
The extent to which AI will support
decision-making is a further concern. As
one of the CRS reports warns “some question how much a human would be needed
for JADC2 to make decisions in real time,
and whether it is appropriate to reduce the
amount of human involvement in military-related decisions.” War is accelerating
as shown by hypersonic threats, and the
need to navigate the OODA loop faster than
one’s adversary. At the same time, the buck
should always stop at the commander’s
laptop. It is them and their human subordinates who should always be responsible
for the use of lethal force. Letting AI have
the final say on the use of force potentially
opens a legal and ethical minefield.
JADC2 is on the horizon. It promises to
revolutionise operations by accelerating US
and allied decision making and information
sharing. It could become one of the most
important contributions to the evolution
of manoeuvre warfare since the German
Army pioneered Blitzkrieg (Lightning War)
over 80 years ago. Yet the road to JADC2 has
obstacles. Challenges regarding communications protocols, spectrum availability and
protection, and ethical questions regarding
AI and ML remain. Answering these challenges is unavoidable if JADC2 is to work as
advertised. “We have some time” to think
about these challenges, says Tourangeau
but think about them we must.
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INDUSTRIAL DILEMMA:
BUY AMERICA OR
Leverage ALLIES?
Greg Sanders

he Biden Administration’s
defense acquisition policy
faces a core tension from two
overarching initiatives: a drive
to use federal purchasing to
support American jobs and a renewed commitment to alliances. These two factors face
contradictions because defence industrial
cooperation is part of how the United States
maintains its alliance network.
The US is the world’s largest arms
exporter, but these sales are often accompanied by partially offsetting purchases of
subcomponents or services by the recipients. For close allies and partners, security
cooperation can include controlled access
to advanced technology, greater integration
into the US supply chain, and joint development and production funded by both nations. For those partners closest of all, like
Canada, this can mean choosing complementarity in defense production, but this
is accompanied by concerns about having
to commit to Buy America initiatives. The
existence of such tension is no surprise, as
acquisition involves eternal trade-offs between cost, speed, and quality, in addition to
fairness concerns and larger national goals
embedded within federal purchasing.
On his sixth day in office, President
Biden issued an executive order seeking to
maximise the use of US goods and services
in part by centralising oversight of waivers
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and exceptions to
existing laws and
through the establishment of a new Made
in America Office. A
follow-on memo from
the Office of Management and Budget has
focused on waivers
relating to the Jones Act
(requiring the use of US
flagged cargo ships) and
non-availability as a
reason for Buy America
waivers.
A critical step in judging
the effectiveness of
these efforts is to look at how they are influencing the acquisition system. The Trump
administration had also pursued a Buy
America initiative, but with comparatively
little effect.
In this analysis, the areas of focus
highlighted by the Biden administration are
not critical to Department of Defense (DoD)
international cooperation. As shown in
orange in the graph, less than four percent
of DoD products purchased with international manufacture, origin, or vendors
relied on waivers that are the present or
planned focus of the Made in America Office. Instead, the DoD turns to foreign origin or vendors in three distinct cases. In the
first two cases, the Buy America act does not
apply: services performed abroad (shown
in yellow), and products manufactured for
use outside the US (shown in green). This is
often a logistically straightforward choice
for the support of US bases and operations,
especially when logistic chains grow long.
In the past two decades the largest decline
in DoD foreign origin or vendor contracting was not the result of Buy America
initiatives, but instead the drawdown of
combat operations in Iraq and Afghanistan.
In fiscal year 2021, the first year partially
administered by the Biden administration,
there was a net reduction in DoD contract
spending on international origin or vendors
in both the Near East and South and Central
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Asia, only partially offset by a rise in East
Asia and the Pacific.
The third category of DoD international spending is perhaps most relevant to
close allies, manufacturing in a qualifying
country (shown in sky blue). This exception
covers countries with specific reciprocal
agreements with the United States that
ensure US defense goods have equitable
treatment by the buyer’s procurement
system.
Instead, the biggest effect on defense
industrial cooperation will be the change
in foreign content reporting requirements.
The Biden Administration is continuing a
Trump administration move to the threshold for qualifying as US manufactured,
from the original 50 percent level to 55
percent under the prior administration, to a
proposed 60 and eventually 75 percent level.
This change could result in significant increases in the proportion of US defense contracting that under present supply chains
would require exemptions or waivers. For
example, the largest cooperative defense
programme in the world, the US produced
F-35 fighter jet is a major export programme
that makes significant use of international
subcomponents and co-manufacture, but
under present thresholds reports as entirely
US in origin. Higher thresholds will likely
either substantially increase the magnitude
of waivers and exemptions granted or result
in the growing exclusion of parts and components manufactured by close allies from
US defense acquisition supply chains.
Efforts to ensure resilient supply
chains, concerns about China’s role in high
technology chains such as 5G, and efforts to
boost US manufacturing are increasingly
coming to a head. The Biden Administration will have to choose whether ally-shoring is a worthy goal alongside on-shoring,
especially in the spheres of defense and
emerging technology like 5G.

Note: Greg Saunders is Fellow and deputy
director for Research at Center for Strategic and
International Studies (CSIS), Washington DC, USA.
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