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Grumman is upgrading
legacy AGM-88 HARM systems into the
AARGM

■ German

Northrop Grumman is the US Navy prime
contractor responsible for the conversion of
AGM-88B/C High Speed Anti-Radiation Missiles
into the Advanced Anti-Radiation Guided Missile
(AARGM). AARGM is a supersonic, air-launched
tactical missile system, upgrading legacy
AGM-88 HARM systems with advanced capability
to perform destruction of enemy air defense
(DEAD) missions.

Subsequent to the decision regarding the defence
program “Propelled Short-Range Effector” for
the German combat jet TORNADO, the Federal
Office of Bundeswehr Equipment, Information
Technology and In-Service Support (BAAINBw)
received an order to carry out the remaining
development work on the Laser-Guided
Sidewinder (LaGS) and to procure 300 LaGS
guided missiles for the German Air Force.

Air Force procures 300
Laser-Guided Sidewinder Missiles

D E F E N S E . M O B I L I T Y . S Y S T E M S

To face the growing geostrategic complexity and to better serve their customers,
Renault Trucks Defense, Acmat and Panhard have brought together their fields
of expertise and united their forces under one single brand:
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Editorial
Russia’s Opportunity
Amid The Chaos

T

here has scarcely been a better time
in recent decades for the Russian
Federation to expand its presence,
actual and in cyberspace, across
Europe. The leadership behind the
western power brokers of the United States and
the European Union (EU) are distracted and
inward facing.
President Donald Trump has succeeded in
causing high levels of concern among United
States’ allies through his aggressive attempts
to close down the Special Counsel investigation
led by Robert Mueller into Russian interference
in the 2016 United States elections, and by his
unprecedented and continuous attack on his
own intelligence services. This comes at a time
when European countries are widely reporting
Russian cyber activity aimed at industrial and
political penetration on an unprecedented scale.
In April this year, an alert was issued jointly
by the US Department of Homeland Security
(DHS), Federal Bureau of Investigation (FBI),
and the UK’s National Cyber Security Centre
(NCSC) highlighting “malicious cyber activity
carried out by the Russian Government.”
The report stated: “Russian state-sponsored
actors are using compromised routers to conduct
spoofing ‘man-in-the-middle’ attacks to support
espionage, extract intellectual property, maintain
persistent access to victim networks, and
potentially lay a foundation for future offensive
operations. Multiple sources, including private
and public-sector cyber security research
organisations and allies, have reported this
activity to the US and UK governments.”
However, the value of such reports is being
eroded by President Trump’s negativity over
his own intelligence networks and continuous

6

. -  2018

defence of Russia. The Russian leader, Vladimir
Putin, came away from the Helsinki talks with
more public support from an American President
than virtually any of his successors - much to the
bewilderment of many leaders in Europe.
Europeans are distracted by the migrant
crisis, terrorism that has regularly broken out
on the streets of France, the United Kingdom
and others, a perceived lack of defence spending
(highlighted in no uncertain terms by President
Trump in his recent visit to NATO headquarters),
and of course the destabilising effect of Brexit on
the whole of Europe.
The options for Russia to increase pressure and
destabilise NATOs northern (the Baltic states)
and southern flanks (Turkey) must be very
tempting for the Russian leadership. At time of
writing, Turkey’s President Recep Erdoğan is
responding to US sanctions that have partially
been partly responsible for an economic crisis
that is currently impacting his country. Since
shooting down a Russian fighter over Syria,
relations between Turkey and Russia have
improved substantially, unlike those with the
US. Deliveries of Lockheed Martin’s F-35 fighter,
of which Turkey has ordered 100 F-35A versions,
been suspended due to Turkey’s proposed
purchase of the Russian-built S-400 “Triumf”
Surface to Air Missile (SAM) system. The prospect
of a NATO member being dependent on a potential
advisory’s key technology is again causing
concern among other member states.
With Swedish forces reporting levels of
Russian military activity around the Baltic Sea
back to Cold War levels, Russia’s multi-avenue
approach to further destabilising its western
sparring partners seems unlikely to end
anytime soon.

ANDREW DRWIEGA,
Editor

special report

Royal Navy Frigate
HMS St Albans escorts
Russian frigate
Yaroslav Mudry near
the UK coastline.

CONTESTED MARITIME SPACES POSE
GROWING CHALLENGE TO WESTERN NAVIES
UK officials highlight both enduring threats and pace of change in shaping the future maritime domain
and the wider international order.
Dr. Lee Willett

T

he future of the United
Kingdom’s defence posture
is the source of much current
political discussion. In advance
of the publication of the longawaited Cabinet Office paper on ‘Modernising
Defence Capability’, mainstream media
stories have raised debate about whether
the UK should increase its contribution to
NATO on the one hand, or whether it should
step away from trying to remain a ‘tier 1’
military power on the other.
The Royal United Services Institute’s
(RUSI’s) annual sea power conference took
a longer-term perspective, looking at the
likely future context, shape, and nature of
naval warfare out to 2035. However, it was
clear from the conference keynote
addresses that events happening today are
impacting fundamentally on the long-term
challenges facing navies and on how those
challenges will be met.
The UK defence secretary Gavin Williamson
assessed the combination of threats facing the
UK and other Western powers. A particular
concern, he argued, is “the way the threats
against us are multiplying, coming not just
from Russia, not just from a rising China, but
from non-state actors using drones to drop
bombs, ballistic missiles to attack airports,
and anti-ship missiles to threaten our narrow
shipping lanes”.
He highlighted the particular challenge
of the pace of change. While noting that UK
Ministry of Defence (MoD) threat assess-

ments had continually demonstrated an
ability to predict the types and areas of risk,
what he argued has not been predicted so
easily is the speed with which such risks
have emerged. Events that the MoD
predicted “would take more time to develop
- 10, 15 years … (are) happening today: they
are happening now,” he said. This rapid rate
of change, when combined with different
threats coming together at same time, means
that Western powers and their navies “are
rapidly having to come to terms with (a)
new age of warfare”.
Set against this unpredictable backdrop,
however, he pointed to the role of the UK
Royal Navy (RN) in providing options for
political leaders. The RN provides a “unique
ability to exert not just soft power across the
globe, but to back it up with tangible hard
power across sea, air, land, space, and
cyberspace”, the defence secretary said.
This capability, he continued, “(gives)
politicians a vital choice to deter, to reassure,
and if necessary to act, whether independently or in concert with our allies, and that
sends a powerful signal”.
Underlining the complexity of the
challenges facing contemporary Western
navies, RN First Sea Lord and Chief of the
Naval Staff Admiral Sir Philip Jones listed
(in both geographical and thematic terms)
further security risks, pointing in particular
to threats prevalent today that will endure
tomorrow.
He reinforced that risks persist from

the North Atlantic, with increasing levels of
Russian naval activity; to the Mediterranean,
and matters such as migration; to the Indian Ocean, with threats to the security of
strategic choke points such as from Houthi
rebels in the Bab-al-Mendeb region; and to
the South China Sea, with the potential for
state-on-state competition.
“Much of the activity that we are currently
engaged in across the world’s oceans serves
as an indicator of what we can expect in the
future,” the admiral argued.
While none of these threats are “direct
pointers to the future character of naval
conflict in their own right”, he continued,
“they are pointing to contested and congested
waters.” As a result, the admiral said,
“we must therefore accept that the sea is
going to be, increasingly, an environment
open to exploitation.” Moreover, he argued,
such threats are “manifestations of global
competition and the potential for a
breakdown of (the)rules-based system”.
The defence secretary and the First Sea
Lord both pointed to the importance of
maritime trade and the security of sea lines
of communications – but also both
highlighted the growing threat in the
underwater domain. Williamson pointed to
a 10-fold increase in Russian submarine
activity in the North Atlantic under
President Vladimir Putin, while the First
Sea Lord argued that, in 10 years, China’s
submarine fleet will outnumber that of the
US Navy.
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L-3

Land WARFARE

The limited field of view
of the standard night
vision goggle requires the
soldier to continuously
turn his head to scan
the area before him.
The Panoramic NVG
developed by L-3 more
than triples the area that
can be seen.

IMPROVING INDIVIDUAL
SITUATIONAL AWARENESS
Precisely locating individuals, team members, friendly forces and the enemy all contribute to a more
effective fighting force.
Stephen W. Miller

T

he term ‘fog of war’ is often used
to portray the uncertainty that
historically surrounds much of
what happens on the battlefield.
Despite advances in sensors,
communication, information processing,
and data sharing there can still exist gaps
in information that can be critical. This is
especially evident that at the small unit and
individual soldier level. Gaining and maintaining a clear picture of one’s surroundings
can be a matter of life and death. Yet much
previous attention has been to enhancing
battlefield situation awareness for high
command levels. The soldier has needed
to rely largely on his own faculties. This is
changing partly due to advances in processing,
packaging, and miniaturisation which are
allowing new capabilities to be designed
and built that are small, rugged and simple
enough to be carried and used by the soldier
in the field. Many of these advances are
found in the mobile phones that we all carry.
Whether a rifleman or crewman in an
armoured combat vehicle, soldiers want
to know several key facts: their precise
location (and that of their comrades), an
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understanding of surrounding terrain and
landmarks, and where the opponent is.
Ideally this information should be to hand
day or night, in adverse weather, and despite
geography, terrain and vegetation. In addition, being able to communicate and share
observations and those of his fellow unit
members and with higher command will
enhance the team’s fires and manoeuvre.
Achieving these conditions has been the
objective of a number of initiatives by militaries worldwide. “Improving battlefield
situational awareness for the individual
soldier and small unit presents sizable
challenges yet also substantial potential
benefits and advantages in combat situations,” stated on retired Army officer.
This was substantiated in combat in
an early US Army Mounted Land Warrior
programme. In 2006 the 4th Stryker Brigade Combat Team was outfitted with the
General Dynamics Land Warrior Stryker
Interoperable system to conduct operational evaluations in training scenarios.
As explained by LTC Neil Everingham,
director, TRADOC Capability Manager Brigade Combat Team Mission Command at
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the US Army Manoeuvre Centre of Excellence, “ The system networked the Stryker
combat vehicles, squads and soldiers
thereby providing unprecedented real-time
exchange of information within units and
its members.” Following a year of evaluation the unit was deployed operationally to
Iraq and was allowed to retain the system
which it used with great success in combat
operations. Its ability to link the soldier and
infantry squad to the larger tactical picture
was demonstrated to be combat power
multiplier. It offered a clearer picture of ongoing events on the ground as they occurred
allowing various elements within the unit
to more effectively respond using fires and
manoeuvre. The consensus was that the
system, even in this early technology, significantly enhanced tactical awareness and
contributed to combat effectiveness.
BATTLEFIELD COMBAT AWARENESS
“Battlefield awareness for the soldier is his
ability to know his position on the ground
relative to others in his unit and to the
terrain and potential enemies,” explained
Pat Berger, deputy, US Army TRADOC

Capability Manager - Soldier Division.
Historically this has relied primarily on
visual orientation and an enduring focus
has been on the develpment of systems that
extend soldier’s natural senses, particularly
vision. This includes magnifying optics
to improve target acquisition and aiming,
plus night vision devices and others that are
effective in limited visibility. Both image
intensification, such as night vision goggles
(NVGs), and thermal imaging weapon
sights (TWS) are individual systems. Mark
Daly at BAE Electronic Systems observes
that “night vision offers the advantage of
extending the ability to operate even in
adverse limited visibility conditions. It can
provide capabilities beyond the human eye,
for example thermal vision detects temperature differences and can thus ‘see through’
bushes or smoke and readily indentify hot
targets against cold backgrounds. However,
while it detect it is less able to identify the
object in view. Discerning an enemy from
friendly soldier or vehicle can be difficult.”
This potential for fratricide (blue-on-blue),
always a concern at night and in limited visibility, still exists even using NVGs.
NVG technology, which has significantly
contributed to early individual local
situational awareness since it introduction in
the 1980s, is being even more closely integrated
into other soldier devices. These efforts
include incorporating essential data into the
display such as heading, cueing and alerts.
L-3 Insight's Ground Panoramic Night
Vision Goggle addresses the issue of the

Thales

LAND WARFARE

The small squad
radios provide
more than just voice
communication. Thales’
SquadNet Radio
includes GPS and secure
data transmission via
Bluetooth. This allows
display of the user and
others location an
Android device.

narrow field of view provided by standard
NVGs. Its GPNVG-18 has a field of view of 97
degrees which offers a wider field of vision
while reducing the extremes of head scanning which can be fatiguing.
BAE System’s latest ENVGII/FWS-1
integrated night vision goggle and weapon
sight takes advantage of wireless technology
to provide a helmet mounted vision system
that is dual purpose. BAE’s Daly stated
that “with both units integrated, weapon
sight imagery and aim point can instantly
transmit into the goggle – for a tactical edge
during close combat missions.”
LOCATION
Knowing one’s location was a critical skill

for soldiers to develop. It meant reading the
terrain and correlating that to a point on a
map. It was prone to error and miscalculation. It was a leader’s task so it reflected
only the unit’s position. For the small
unit knowing the location of other squad
members, other friendlies, and even enemy
positions in real-time is ideal. To achieve
this requires both the ability to track each
soldier’s (or vehicle’s) location and to then
share that information with others. The
wide availability of GPS (Global Positioning
Satellite) networks and the miniaturisation
of GPS receivers have made this individual
position information readily available.
GPS allows tracking of one’s own location, navigation and, with mapping software,

. -  2018
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USArmy

Land WARFARE

The tablet display as used here in the US
Army NETT Warrior offers useful features
for data input and viewing graphics but
has the disadvantage of requiring the user
to look down and being distracted from
his immediate surroundings.

orientation to the surroundings and terrain.
It has become ubiquitous and found in a
wide range of devices. Doing so significantly
expands capabilities on the battlefield. For
example, the US Marines have introduced
a new hand-held Common Laser Rangefinder from Elbit Systems of America for
general use which includes GPS and laser
designation allowing any user to determine
extremely precise target locations.
However, the rising threat of potential
jamming of the signals that GPS relies
upon has generated interest in alternate
technologies that can still provide accurate
location should the GPS be compromised or
unavailable. This capability is available to
combat vehicles by using inertial navigation (INS) but this approach currently
requires power and is too heavy for an
individual soldier when dismounted. The
Warfighter Integrated Navigation System
(WINS) is a project to develop pocketsized device that uses this same approach
with miniaturized inertial sensors. This
scaled down for the foot soldier it would
track an individual’s movement from a
last known location. One approach being
investigated by the US Army’s Communications Electronics Research Development
and Engineering Centerr (CERDEC) is the
use of a pseudolite (pseudo satellite) that

operates at lower altitudes. This might
be a balloon, unmanned aerial vehicle, or
even a ground vehicle. Another technology
being considered is the Chip-Scale Atomic
Clock, or CSAC. It can provide precise time
to a GPS receiver when signals are jammed
or lost enabling rapid signal reacquisition.
Feedback from combat experiences in the
Ukraine conflict has increased interest in
non-GPS position/navigation but these
remain in development.
COMMUNICATIONS
The primary medium for soldiers and
squad leaders to communicate has been
voice, typically unaided. Simply shouting
command and observations can be easily
unheard or misunderstood in the noise of
battle or inappropriate when quiet is necessary. It also must be simple. The fielding of
small lightweight squad radios is allowing
the small unit leader and its members to
exchange both voice and data.
Efficiently passing commands and
distributing tactical information across the
unit has been a challenge. There first is the
means to delivery it and second to display it.
It is, however, where the greatest return in
achieving enhanced situational awareness
exists. By combining each individual’s the
appreciation of his surroundings it is then
possible to develop and present a broader
picture of the unit’s situation. The focus is
to apply technology to sharing that broader
awareness across the unit.
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The first task in achieving this objective is simply communication across the
various participants. As Tim White a senior
manager at Harris Corporation shared;
“Digital technology has offered major advantages in addressing the demands for not
only providing voice and data transmission
necessary to situational awareness but also
allowing connection to multiple communications medium. Our new AN/PRC-163 uses
crossbanding technology allowing users to
send information up and down the chain of
command, as well as across the battlefield
network backbone, while connecting to
computing devices, including Android™
smartphones. It can simultaneously transmit information through combinations of
legacy SATCOM, VHF/UHF line-of-sight
and Mobile Ad-Hoc Networking applications.” Equally important is that devices for
the soldier must be simple, lightweight and
compact. The PRC-163 is 2.75lbs (1.13kg) and
6Hx3Wx2Din (15.24x7.62x5.08cm). Of critical importance is that it can transmit and
receive both voice and data simultaneously.
“The SquadNet radio” from Thales Communications their spokesperson explained
“incorporates GPS allowing that data to be
securely transmitted, via Bluetooth, to an
Android device. This enables users to see
not only their position, but also that of their
comrades-in-arms.” It also has automatic
relaying mode, especially useful in urban,
wooded and mountainous terrain. This
provides up to three hops that will extend the
range from 2.5 km to up to 6 km. With its own
display SquadNet allows soldiers to view
and automatically share their location with
others on the network. It also addresses the
issue of operational power by providing an
extended mission life of 28-hours and using a
rechargeable battery that reduces the need to
carry spare batteries.
DISPLAY
Presentation of information to the soldier
is an important consideration. In the
process of seeking to expand the soldier’s
awareness of the larger tactical picture it
is easily possible to distract him such as
to actually reduce his ability to perform
essential individual combat tasks. Dr. phil.
Jan-Phillipp Weisswange who at Rheinmetall worked in developing the German
Bundeswehr’s Gladius IdZ-ES (“Infanterist
der Zukunft – Erweitertes System”) stated.
“A key challenge at the squad was to keep
the cognitive burden for the individual
soldier at a reasonable level according to

his role within the squad. This requires a
strict focus on simple and intuitive soldier
functions.” He continued to explain that
“Gladius at the squad level sought first to
provide a common operational picture for
every squad member and higher command.
Second, it should offer reliable exchange of
voice and data. The later would include targets, waypoints, maps, orders, hand drawn
sketches, pictures, and video. Finally, it
should allow access to Blue Force tracking
and Red Force visualisation.” The idea is to
supplement the soldier’s ability to understand surroundings beyond his immediate
observation but be sufficiently selective as
to not overwhelm him with details that are
not directly of concern.
Feedback from fielding of early systems
has offered clear ideas concerning the challenges and drawbacks of various techniques
presented in the system designs and the
requirements levied. For example, thermal
night vision weapon sights initially were
designed just like weapon optical scopes,
meaning the soldier would aim down the
barrel. This limited is flexibility in general
observation. France’s SAFRAN as part
of the French Army’s FELIN (Fantassin à Équipement et Liaisons Intégrés,
Integrated Infantryman Equipment and
Communications) introduced the ability to
capture the sight image and display it in a
helmet mounted monocular. This freed the
soldier to move his head for broad observation while also to view the thermal picture
as desired. A marketing spokesperson at
SAFRAN reflected that “this also allowed
observing and firing around corners without exposing the shooter.” He continued
“FELIN was fielded in 2010 so the company
has been developing a more advanced version. The NeoFelis reflects the incorporation of new technology and field input.”
The US Army’s CommunicationsElectronics Research, Development and
Engineering Center's Night Vision and Electronic Sensors Directorate is developing a
bright, high-definition micro-display, extremely high resolution, 2048-by-2048-pixel
display in full colour in postage stamp size.
The objective is to provide a practical headsup display. As demonstrated in the Nett
Warrior System, current helmet-mounted
micro-displays are not able to allow reading
of text and data. As a result soldiers need to
look down to a hand display to get location coordinates or other data. In doing so
they could easily lose situational awareness to their front. The new micro-display

attachment to the helmet is intended to
address this. The micro-display not only
gives Soldiers a clear view of what's ahead of
them, night or day, it also can accommodate
overlays such as maps and symbols showing
friendly forces and enemy forces.
One aspect that became universally
clear from initial field feedback was the
need to assure that the soldier has seamless
control of his weapon. This meant that
radio, sight and any other system functions
needed to be mounted on the weapon
itself. The introduction of wireless links
or “BlueTooth” offers one solution to this.
Wireless has the advantage over hard wire
connections in that it eliminates a cable
that can snag, catch on bushes and generally
get in the way. Combining these on a multifunction control with a helmet display can
further facilitate the riflemen’s local
awareness by allowing “heads-up”
observation while moving and around the
corner viewing.
INTEGRATED SOLUTIONS
Achieving improved situation awareness for the frontline soldier requires an
integrated approach. The British Ministry
of Defence (MoD) Defence Science and
Technology Laboratory (Dstl) implements
such a solution in it’s the Dismounted Close
Combat Sensors (DCCS) system. DCCS is a
modular with GPS core, Inertial Navigation
System (INS), and video-tracking sensors.
These include a helmet camera plus weapon
mounted lasers, a new thermal sight for
targeting, and integrated magnetic sensors.
Leaders not only can see where a soldier is
but where their weapon is pointing.
DCCS is presently a demonstration
effort. However, its use of commercial
off-the-shelf (COTS) technologies may
well offer a template for future individual
soldier systems. It provides maybe the
best opportunity to keep system costs at a
level where sufficient numbers of systems
can be acquired to permit fielding to every
squad and soldier. Affordability may well
be the greatest hurdle to advancing soldier
situational awareness capabilities. Even
the most advanced system if it can be only
issued to limited numbers of units presupposes that they will be ones that will be in
the necessary place at the right time to be
committed to combat. This is at least a
dubious assumption. With individual
soldier system it might be better to accept
less than perfect solutions but ones that can
be provided to every combat soldier.
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USAF

Land WARFARE

Expanding the use of non-combustion engine alternate
power generation is being given significant attention
as a way to address the ever increasing demands of
expeditionary camps. Here the US Air Force are
demonstrating the application of solar panel banks in
their Forward Operating Base of the Future programme.

BATTLEFIELD
TACTICAL POWER
Modern armies need power - and lots of it. The demands of a
deployed force are outstripping the capacity of bulky, noisy
generators. Armada examines technological alternatives that are
now coming on-stream.
Stephen W. Miller

T

he adage that ‘an army runs on
its stomach’ was certainly true
for armies operating in the field
for centuries. Feeding an army,
particularly on the march while
campaigning, was a constant problem.
However, advances in food storage
technologies have largely solved this.
The modern equivalent could easily be
that ‘an army runs on electric power’.
Electricity is needed for command, control
and communications connectivity; radar
and weapons systems, and to generally
support the activities for a military force in
the field on a daily basis. Sometimes, such as
Camp Bastion in Afghanistan, the need can
be compared to powering a mid-sized city.
To complicate the task further this must
often be done for a number of sites with
demands as small as only a few dozen people
to 10,000 or more. In addition, locations
may be widely dispersed with some in
remote areas and difficult to reach. On top
of all these factors the entire power infrastructure must be capable of being loaded

on aircraft, ships, and trucks and moved
halfway around the world and then set up,
operated and maintained in what might be
an inhospitable environment.
The need for deployable electric power
was evident in World War II and the Korea
War but the scope of the power required has
increased exponentially in even the last 30
years. A US Department of Defense (DoD)
study found that “compared to a Marine
battalion a decade ago, bases now have
more than twice the number of radio and
three times the number of computers”. In
addition, requirements for providing for
energy hungry environmental control units
for electronics shelters as well as personnel
place high demands for electrical power.
The traditional approach to mobile
electric power (MEP) generation has been to
rely almost exclusively on diesel generators.
Banks of generator sets would be established
in a common location which would distribute
power across the camp. A disadvantage
was that this provided a tempting target to
hostile forces. A hit could disrupt or even
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shut down activities. As a result, essential
functions like communications centers
generally had dedicated back-up generators.
This multiplied the total numbers of generators
required. Dispersing generators around the
site was not uncommon often reflecting the
often haphazard manner in which camps
and forward bases were established. A unit
might take up a position and later be joined
by other units. Each might bring in a generator
for its own needs which would result in
a number of generators each running
independently. It was inefficient and more
difficult to support.
Military Fuel Powered MEP
MEPs are often classified by their application and size. These range from small (1kW)
for small unit use to larger trailer and skid
mounted units of 100kW and 200kW up to
semi-trailers like the 840kW Deployable
Power Generation and Distribution System
(DPGDS) referred to as Prime Power. First
manufactured by DRS (now Leonardo) and
recently recapitalised by PD Systems, DPGDS is intended to meet the power need for
an entire expeditionary camp. L-3 Marine
& Power Systems is developing and will
manufacture Large Advanced Mobile Power
Sources (LAMPS), the next generation of
100-200kW MEPs for the US Army. LAMPS
and the Advanced Medium Mobile Power
Systems (AMMPS) being supplied by Cummins Power Solutions take advantage of
advances in engine and generator technologies. AMMPS is 10 percent lighter, 21 percent
more fuel efficient, 70dB of sound at only
four meters plus increased reliability and
lower servicing needs. The AMMPS family
includes five generator versions: 5kW, 10kW,
15kW, 30kW, and 60kW. AMMPS and LAMPS
are replacing older, less energy-efficient
generators. However as total power needs
have increased simply fielding more of the
same is being viewed as problematic.
Diesel generators demonstrate several
drawbacks. They are large and very noisy.
Doreen Swanson, an account manager at
Cummins shared that “untreated generator set noise levels can approach 100dB(A)
or more. Since noise levels of over 85 dB are

considered hazardous as acceptable levels
sought around human activities are as low as
45dB, both the location of the generator and
efforts to mitigate noise take on great importance.” In fact, an early focus of military
power development was for a family of Tactical Quite Generators (TQGs). A spokesperson for the US Army Programme Executive
Office (PEO) Combat Support & Combat
Service Support (CS-CCS) said that “ the
TQGs are skid or trailer mounted generator
sets using ‘single-fuel’ [meaning they operate
on diesel and JP fuels]. They have radically
improved reliability and maintainability,
offer 20 percent lower weight, a reduced
thermal signature and noise has reduced to
70dbA or less. This is quiet enough to reduce
detection ranges from over a mile to less
than 400 meters. This is a definite a tactical
advantage if not yet ideal if one’s sleeping
tent is nearby. TQGs provided in 3-60 Kw and
are used by all US Armed Forces as well as
NATO and Allied armies.
The other drawback to diesel, or more
correctly internal combustion powered
generators, is their need for fuel. This need
is obvious but the broader ramifications of
supplying fuel became more evident in the
military operations in Afghanistan. Here
70 percent of fuel was transported overland
which was expensive (although much less
costly than by air). Doug Morehead (who
served in Iraq), CEO of Earl Energy indicated
that fuel cost $2.64 to $3.96 per litre ($10-$15
per gallon) when it reached the end user.
Delivery also creates vulnerability. A 26
June 2012 Congressional Research Service
(CRS) report found that convoys in 2010
alone experienced over 1,100 attacks with
between 10-18 percent of US casualties
occurring in convoy operations. With the
anticipated fluid future battlefield this is
a major concern. General James Amos,
Marine Corps Commandant of the Marine
Corps, stated as far back as 2001 that fuel dependency “constrains our tactical options
for executing missions in complex battlespaces, across long distances, and against
hybrid threats.” Expeditionary operations
were even further impacted since every
litre needed to drawn from ships of the supporting fleet. The Marine Expeditionary
Energy Plan issued in February 2011 stated:
“The current and future operating environment requires increased efficiency and reduced consumption … We will aggressively
pursue innovative solution to reduce energy
demand and to increase our self-sufficiency
in our sustainment
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Cummins Power
AMMPS family
of generators are
developed as integrated
units which have
common components
and were designed to be
quieter, 31 percent more
fuel efficient, and 100
percent more reliable.

Solar Power
The realisation is that additional attention needs to be directed to exploring and
introducing alternative sources for electrical current and to take measures to both
increase power use efficiency and to reduce
demand. The first has focused considerable
effort in the use of solar. The US Marines’,
in collaboration with the Office of Naval Research (ONR), have its GREENS initiative. It
intends to provide a 300-watt, photovoltaic/
battery system that provides continuous
power in the field. They are also pursuing
hybrid systems which integrate internal
combustion, solar and batteries to enable 24
hour uninterrupted power. A senior Marine
in ONR explained: “There’s a high demand
for computing devices, targeting systems and
communications devices in the field. Small
tactical Marine units are widely dispersed,
and they require power and resupply.” Giving
them an autonomous power source solves a
major problem. UEC Electronics in Hanahan South Carolina provide the GREENS
which is manportable, deploys in 20 minutes,
is silent, and offers both Ac and DC power.
The approach has been scaled to provide
1-5kW continuous power through parallel
connection of the base system.
Hybrid Power
Another approach being employed is combining several power generation options
in a single hybrid system. Earl Energy has
developed a hybrid that can combine diesel,
batteries and solar panels. This seeks to

capitalise on the strongest characteristics
of each while also using the attributes of the
other elements of the system to compensate
for the drawbacks of the others.
The hybrid recognises that diesel
generators are most efficient running
continuously at high load. The problem is
in matching the generating capacity with
the actual power requirements at any time.
In the hybrid the generator is connected to
a battery bank. UEC Electronics’ Mobile
Electric Hybrid Power Sources (MEHPS) is
a scalable hybrid energy system providing
power from 5-15kW and designed to optimise generators and portable solar arrays.
Rather than a generator running 24-hours
a day, MEHPS turns the generator on long
enough to charge an array of batteries, then
turns the generator off and provides power
from the batteries. When the batteries
deplete, the cycle repeats.
With this approach the generator, when
run, does so at full efficiency. Doug Moorehead at Earl explained: “In tests in Afghanistan, the hybrid Earl system reduced the
need to run the generators to between three
and six hours daily, compared with around
the clock before it was installed.” By utilising batteries for storage the hybrid also allows solar panels to be added to the system,
further increasing the charging capacity to
the batteries. The combination of diesel and
solar complement each other.
This complementary nature of the three
technologies is made even more attractive for military field applications by their
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inherent modularity. For instance,
in deployment of the Marine Corps
GREENS it became clear that in
circumstances with less sunlight due
to shorter days, or overcast whether,
the batteries could not charge sufficiently to meet needs though the
entire night. However, by adding a
Hybrid Battery Charger developed
by Dewey Engineering this could be
addressed. The compact diesel generator included an auto controller
and interface to the GREENS batteries, as well as a cover and cooling fan
that reduced the sound level.

ETI
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Auxiliary Power Units
(APU)
The APU is a separate power generation
system that is physically added to a vehicle
or other mobile system that already has its
own primary engine and derived electrical power. The APU is generally small and
compact with a relatively modest engine. Its
purpose is to provide power independent
of the vehicle main power plant. They are
increasingly being fitted to combat vehicles
and tactical systems, such as mobile command vehicles or air defense systems, that
need to be able to move and then quickly
come into operation. Used on main battle
tanks (MBT) and forward combat vehicles
the APU design must compact to fit the
limited space on the vehicle and preferably
be able to be under armour for protection.
Dewey, which already provides its 3.2kW 28v
EAPU for the M1A1 MBT and 4kW EVPS for
the USMC, is developing a 20kW DC vehicle
APU with a permanent magnet suitable for
under armour installation.
Benefits of the APU are allowing combat
systems to shut down the main power plant
to conserve fuel and reduce its noise and
thermal signature yet not drain the vehicle
batteries. This ‘silent watch’ is used in a
defensive position. Marvin Land Systems
is also working on improved APUs under a
contract for a new system for the Multiple
Launch Rocket System (MLRS). The unit is
150kgs (330lb) and provides 8.5kW of 28v DC
power for not only electronics and operation but also for the crew compartment ECU
(Environmental Control Unit) – especially
important in desert environments.
At Source Power
The solution to electrical power is now beginning viewed as a cumulative effort. This
includes use of energy efficient technolo-

Utilising flexible solar panels on the
roof of a tactical shelter to power its
lighting and even climate control
provides a self-sustaining capability
that also contributes to reduced overall
demand when multiplied by the large
number of tents in a camp.

gies like LEDs combined with point of use
lower power generation technologies that
fill a single use. An example is the addition of flexible solar panels on the roof of
soft or hard shelters to power LED lighting and even ECUs. The military shelter
manufacturer Utilis USA in partnership
with Energy Technologies provides a total
Tactical Shelter Systems solution using its
TacticalSolar Panels that provide 1440 watts
of power for each 10x 20ft shelter section.
This solar covering also serves to further
insulate the shelter, thereby reducing power
required for heating/cooling. In addition,
the adoption of energy savings and more
efficient use of power, even seemingly small
themselves, can add-up to major reductions
in power demand.
Promising technologies for
mobile power
Several power approaches are being viewed
as offering near term potential to meet
increasing power demands while maintaining and possibility even reducing power
assets. A spokesperson for the Marine
Corps Systems Command indicated the its
Expeditionary Power Systems programme
“is fielding a new Advanced Battery Charger
(ABC) and working on advanced concepts
for microgriding and hybridising the current generators in the operational forces”.
John Dewey said that the “hybrid solutions with a DC generator, energy storage
batteries, and DC->AC power conversion at
the point of use are gaining wider support
as they are successfully demonstrated in the
field.” However, he reflected that improvements in other areas are also attractive.
“Another technology we really like are the
new lithium iron phosphate 6T batteries
such as those offered by Brenroinics. In our
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tests their energy density and the
high number of recharge cycles in a
transportable package showed significant benefits for mobile applications.” The benefits are more clearly
illustrated by the results of a military
demonstration where a military hybrid power system (MHPS) replaced
a 30kW generator that was running
24x7. The 30kW generator was supporting
peak loads of up to 27kW, but though its
average load was only 5kW it was consuming about 54 gallons of fuel per day. With the
MHPS this was reduced to 11.5 gallons.
The ‘microgrid’ has a significant potential in deployable power systems. This
approach establishes local power networks
that can be self sufficient. By using controllers they draw power from the most efficient
source making it ideal for use with MHPS.
Hybrid power production in a micro-grid
solution also eliminates the need for long
transmission lines, centralised grids and
controls needed to carry that power.
Where from here?
Addressing the demands for power on the
battlefield is an imperative that must be
met. The high level of attention being given
to studying solutions attests to the recognition of this. Yet despite this the roll-out
of equipment to the field remains modest.
One reason is the huge investment in legacy
diesel gensets still in service. Swanson from
Cummins explained that ”the Digital Control System is the gensets ‘brains’ and the
Advanced Digital Control System (ADCS)
Cummins developed for the AMMPS family
includes a Masterless Load Demand (MLD)
that enables the AMMPS gensets to be configured into a smart microgrid where the
generator sets turn themselves on and off
based on load demand. Making the ADCS a
plug and play replacement for the Standard
Digital Control System allows back fitting of
this capability to older gensets.”
As Matt Mathews CEO of UEC Electronics points out, “hybrid technology is a force
multiplier. It allows more time to focus on
the mission and less on sustainment while
also saving money”.

US Navy
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A Tomahawk sea-launched
cruise missile (SLCM) is fired
from the US Navy’s CG 47
Ticonderoga-class cruiser
USS Monterey during combat
operations over Syria in
April 2018. Tomahawk has a
long-standing reputation
as a ‘weapon of choice’ for
the United States, and other
navies are now looking to
invest in long-range SLCMs
to generate such choice in
political and military effects.

CAPABILITY CALIBRATION
Russia's Kalibr SLCMs have broken into what had been an exclusive club.
Dr Lee Willett

T

here is much discussion
today of the potential impact
of emerging technologies to
fundamentally change the
nature of warfare. Yet recent
developments in the European theatre have
demonstrated that the straightforward
mating of existing technologies with existing
platforms can have a significant and
immediate strategic impact.
The prime example here is Russia’s fitting
of the Novator Design Bureau (OKB-8)
Kalibr sea-launched cruise missile (SLCM)
across its submarine and surface ship fleets.
Previously, only two navies had possessed a
long-range, sea-based, stand-off
conventional precision strike capability –
the United States Navy (USN) and the Royal
Navy (RN). The arrival of Russia’s own
SLCM capability in the European theatre
in particular has had a fundamental impact
on naval operations and on the defence
postures of Western countries.
Since the arrival of the USN’s Raytheonbuilt Tomahawk SLCM, a long-range
conventional SLCM capability has always
had a disproportionate impact upon defence
and security affairs. From Tomahawk’s debut
in the 1991 Gulf War – when it was viewed by
some as ‘a war-winning, wonder weapon’ –
the ability to attack targets from stand-off
distance with conventional precision and
without having to put personnel

in harm’s way offered choice to political
leaders. This ranged from being able to
effect conventional deterrence at the
strategic level down to using the stand-off
reach to ‘kick down the door’ on ‘Day One’
of a conflict to enable a more risk-free entry
of follow-on forces. Today, the arrival of
Russia’s own long-range SLCM capability is
causing NATO to fundamentally reassess its
offensive and defensive approach for deterring
and dealing with potential threats.
Since 1991, research suggests that there
have been debates in a number of European
countries over whether to invest in a longrange SLCM capability. These countries
have included Denmark, France, Italy, the
Netherlands, Norway, Poland, Spain, and
the United Kingdom. Only two of those that
had shown potential interest have a
capability in service today. The United
Kingdom was the first to invest, acquiring
65 Tomahawks from the United States to be
fitted across its nuclear-powered attack
submarine (SSN) fleet. Today, the French
Navy is in the process of introducing into
service MBDA’s Missile de Croisiere Naval
(MdCN) across its SSN and surface ship fleets.
The Royal Netherlands Navy (RNLN)
came very close to being the next navy to purchase Tomahawk, but plans to purchase
50 rounds for installation on its four De Zeven
Provincien-class frigates ultimately were
rejected by the Dutch Parliament in 2003.
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What is interesting is that, despite the
apparent levels of interest, only a small
number of navies have invested in this
capability over what has been a long period
of time. Yet today there is renewed debate
across Europe about stepping up to the
SLCM plate. The key difference now is Russia’s
own extensive investment in Kalibr across
its submarine and surface fleets: the standoff capability Kalibr provides in both land
attack and anti-ship roles, alongside the
stealthy and visible presence generated in
its deployment on submarines and surface
ships respectively, arguably has precipitated
a strategic shift in the current European
naval and wider defence and security balance.
Platforms
Whether to generate conventional deterrence or to provide the opportunity to
conduct surprise precursor strikes, SSNs
bring unique impact as a host platform for
an SLCM capability. However, not every
navy has a submarine service; diesel-electric
submarines (SSKs) come with limitations
when considering the operation of a strike
capability (for example, a lack of sustainable
speed to relocate rapidly once the boat’s
position has been revealed by the launch
of a missile); the use of such a capability
can compromise a submarine’s particular
benefits (especially its stealth); and most
submarines can only carry a relatively
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limited number of rounds.
Surface ships bring visibility in terms
of deterrence presence, generally are more
multipurpose in operational nature, can
carry a greater number of rounds (through
the installation of multi-cell vertical
launching systems (VLS]), and also exist in
a greater number of types – thus providing a
wider range of deployment options.
The Russian Federation Navy has fired
a number of Novator Kalibr 3M-14 SLCMs
from its Project 636 Kilo-class SSK fleet in
combat operations over Syria. This submarinebased capability also provides a covert
threat to NATO across a 360-degree axis.
However, since first being fired in
combat operations over Syria in October
2015, Russia’s deployment and use of 3M-14T
surface-launched Kalibr missiles has had a
similarly significant strategic and operational impact.
Kalibr has been fired in combat from a
range of platforms across Russia’s surface
fleet, including Gepard-class and Admiral
Grigorovich-class frigates, and Buyan-M
corvettes. Russia’s two Gepard frigates are
well-established operational platforms. The
Admiral Grigorovich frigates only began
entering service in early 2016, and lead ship
Admiral Grigorovich fired Kalibrs over
Syria for the first time in November 2015,
with second-in-class Admiral Essen firing
its first missiles in combat in September
2017. The use of several 1,000-ton Buyan-M
corvettes as firing platforms – most
notably, in the first Kalibr strikes in October
2015 – also showed that a long-range strike
capability can be operated effectively even
from relatively small platforms. In addition,
there have been reports that the navy’s new
5,000-ton Admiral Gorshkov frigates will
receive a Kalibr fit.
What Russia’s use of Kalibr from a
range of surface ships demonstrates is the
ability to add significant punch to a surface
platform with a long-established weapons
system type that uses tried-and-tested
technology. The USN first started exploring long-range SLCM technology in the
1960s, and its utility endures today with
Tomahawk. Raytheon notes Tomahawk’s
range as being “more than 1,000 miles”, but
the Block IV Tactical Tomahawk may have a
greater-still straight-line reach. The ability
to deploy a 1,000lb warhead at such distance
with reduced risk to personnel makes
Tomahawk unique even within the select
group of navies that possess a long-range
SLCM capability.

While Russia’s Kalibr may not have the
proven range of Tomahawk, its widespread
deployment across a range of platforms,
including SSKs and corvettes, has enhanced
its operational and strategic impact. While
Western officials are continuing to voice
concern about growing Russian underwater
capabilities, Russia itself is seeing increased
value in the combat capability of its surface
platforms when fitted with Kalibr.
Recognising the strategic and operational benefits of both Kalibr’s capability and
wider deployment across the fleet, Russian
president Vladimir Putin announced in May
2018 that Kalibr-capable surface ships would
take on the role of delivering a permanent
presence in the Mediterranean Sea.
According to media reports, Putin
stated that achieving success in tasks such
as complex strikes in Syria “was largely possible due to the high combat and technical
readiness of the navy”. “The build-up of the
navy’s combat potential and the practice
of long-distance naval campaigns, exercises, and manoeuvres should certainly
continue,” the president was reported to
have added.
Kalibr brings both land attack and
anti-ship capability. This, when coupled
with the visible presence of a surface ship,
is a central element of Russia’s anti-access/
area denial (A2/AD) strategy in key areas
of strategic interest such as the eastern regions of the Mediterranean and Baltic seas.
Previously, in 2016, Russia had announced
that two Buyan-M corvettes, Serpukhov
and Zelyoni Dol, would be homeported in
Russia’s Kaliningrad enclave in the Baltic.
Russia’s deployment of Kalibr-capable
surface platforms suggests an intent to
increase influence in – and decrease access
to – regions such as the Eastern Mediterranean and the eastern Baltic.
According to Nick Childs, senior fellow
for naval forces and maritime security at the
International Institute for Strategic Studies
(IISS), alongside boosting power projection capability, land attack cruise missiles
help navies “[maintain] the ability to deliver
effect from the sea in the littoral even in the
face of an increased A2/AD challenge”.
In response
The Eastern Mediterranean has seen another new chapter written in the story of SLCM
deployments in Europe. As well as Russia,
Western navies also have been conducting
combat operations over Syria. In April 2018,
the United States, the United Kingdom,
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and France conducted a combined conventional strike operation in response to the
alleged use of chemical weapons by Syria.
The USN launched 57 Tomahawks from a
number of surface ships and submarines.
The UK contribution came in the form of
Storm Shadow air-launched cruise missiles. In terms of surface ship contributions,
perhaps most notable was the presence of
three French Navy Aquitaine-class FREMM
multimission frigates – FNS Aquitaine,
FNS Auvergne, and FNS Languedoc – with
Languedoc firing three MdCNs in France’s
first operational firing of the system.
The French missiles were fired as part
of a combined strike against a suspected
chemical weapons storage facility near
Homs, western Syria.
Drawn from a planned stock of 150
rounds, MdCN is to be fitted across the
FREMM fleet and also to the navy’s Barracuda SSNs, a Marine Nationale spokesperson told Armada. Each FREMM can
carry 16 MdCNs, with the Barracudas able
to take ten per boat. MdCN provides a deepstrike capability that “allows [the navy] to
diversify its means of power projection at
the high-end”, the spokesperson added.
Fitting MdCN to the FREMMs and the
SSNs, the spokesperson continued, “is a real
strategic turning point for the navy and the
armed forces, since it brings France into the
restricted circle of nations with a double
capacity to strike at depth” (France also has
an air-based stand-off cruise missile capability). “This is additional political leverage,
extending the scope of military options,”
said the spokesperson.
The debate in Europe about SLCMs has
been a long one. Clearly, increasing concern
over Russian intent and activities has
changed the nature of this debate. However,
bringing onboard an SLCM capability also
adds value-for-money for surface ship programmes. Childs told Armada that, in terms
of the increasing interest in this capability,
“the land attack option adds to the utility of
what are in some cases some very expensive
new platforms”.
It will be interesting to see if the UK
considers developing a requirement for a
long-range land attack capability for its
own future surface fleet. The UK’s SLCM
capability is based on its seven Astute- and
Trafalgar-class SSNs. However, its eight
new anti-submarine warfare (ASW)focused, 7,000-ton Type 26 Global Combat
Ships will carry a Lockheed Martin Mk41
VLS, which is a central element of the USN’s
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surface-launched Tomahawk capability. It
is reported that each Type 26 will receive
three eight-cell strike-length Mk41 modules.
The Mk41 is a very flexible VLS, and can accommodate a range of current and potential
future systems. A Royal Navy spokesperson
told Armada that the Mk41 “provides the
flexibility to field a variety of weapons,
which could include land attack missiles”.
No mention was made of any type of land
attack missile (long-range or shorter-range,
for example). “Final decisions about the
missiles to be used with the launcher will be
made much closer to the in-service date of
the first Type 26,” the spokesperson added.
Currently, there is no requirement in
the Type 26 programme for a long-range
land attack capability and, while the Mk41
offers the potential to accommodate one,
the UK’s long-range conventional precision
strike capability is provided by submarinelaunched TLAM and the air-launched
Storm Shadow. Type 26’s primary role also
is ASW, and this would be a critical task for
any Type 26s operating with a UK carrier
strike group (CSG), given the nature of the
threat in the underwater domain. “When
any Type 26 frigate is operating as part of a
CSG, primary land attack capabilities would
be provided by Astute-class submarines and
F-35 (Lightning II Joint Strike Fighters),”
said the spokesperson.
However, while there is continuing
debate in the United States about what will
follow on from Tomahawk, the USN will no
longer be producing torpedo tube-launched
versions of the missile. Thus, there is an
emerging challenge for the UK in terms of
how to maintain a sea-based, long-range,
stand-off conventional land-attack capability,
with the risk that the UK Tomahawk stock
could be unsustainable in the longer term.
This concern may have been reflected in the
fact that the UK did not fire Tomahawks in
the combined operation over Syria.
As well as having an established
submarine-based SLCM capability, the UK
has been through once before the debate
about installing an SLCM fit on its surface
fleet. This original debate related to the
Type 45 Daring-class anti-air warfare
destroyers. In the early 2000s, there was
significant discussion about whether to
proceed with such a fit for the Type 45s:
ultimately, however no formal requirement
emerged as the capability was delivered
already by the submarine service, and the
Royal Air Force also possessed a stand-off
precision strike cruise missile capability

The Royal Netherlands Navy (RNLN) De Zeven
Provincien-class frigate HNLMS De Ruyter astern of the
US Navy’s DDG 51 Arleigh Burke-class destroyer
USS Carney in waters off Scotland during a NATO ‘Joint
Warrior’ exercise in March 2017. The Netherlands came
close to procuring a land-attack capability for the
De Zeven Provincien frigates back in 2003.

in the form of Storm Shadow. Nonetheless,
and should that requirement change at any
time, space and weight provision was made
in the Type 45 design for a strike-length VLS
to be fitted, just forward of the bridge.
Other navies are considering such
capabilities. Denmark, for example, in its
2018-23 defence agreement (announced in
February 2018), stated its intent to investigate
prospective future procurement of a longrange precision-guided missile system, to
provide what the agreement referred to as
“strike capacity”. This investigation process,
it stated, will begin with “a preliminary
study that will assess a possible subsequent
acquisition in the medium term (2023-2026)”.
A number of Denmark’s primary areas
of strategic interest, such as the Baltic Sea,
the North Atlantic, and the Arctic, are of
course primary areas of focus for NATO and
for Russian naval forces. Denmark’s defence
bill is designed to increase the capacity of
the country’s armed forces to secure national
interests and to increaseDenmark’s
contribution to NATO’s collective deterrence
and defence. The agreement pointed to a
“changed foreign and security political
situation”, with global security threats
being “more severe than at any other time
since the fall of the Berlin Wall”. Such threats
for Denmark include a “more assertive Russia”,
and increased activity in the Arctic region.
“The driver for Denmark’s potential
interest in land attack cruise missiles is
predominantly regional concerns but also
increasingly global (security),” said Rear
Admiral Nils Wang, a former chief of the
Royal Danish Navy (RDN) and currently
director of Naval Team Denmark, an organisation that represents Denmark’s defence
industry and works closely with the RDN
and Denmark’s defence organisation.
In regional terms, Russia’s A2/AD
strategy “calls for a regional ‘counter-strike’
capacity, capable of neutralising Russian air
power, including C4I to control mobile
batteries”, Rear Adm Wang told Armada.
“This capability should first and foremost
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be seen as part of the ‘plan B’ if regional
conventional deterrence against a Russian
attack on NATO territory fails.” Alongside
NATO air power and CSG contributions,
long-range SLCMs would be central
elements of any required enabling campaign
as part of regaining NATO territorial integrity,
the admiral continued.
Globally, possession of a long-range
SLCM weapons system “could provide
Denmark with the capability to participate
in … ‘missions of opportunity’ together with
its strategic allies, the United States and the
United Kingdom”, he added.
Rear Adm Wang said that, when study
work on the strike capacity element gets
under way, it will look at the drivers for
pursuing this particular capability, and will
“identify the strategic implications of such
an acquisition, seen from both Washington
and Moscow”. The study also “will have to
be synchronised and developed in parallel
with another study on strategic capacity”,
he added, with this second study looking at
ballistic missile defence (BMD) options for
Denmark. In addition, the strike capacity
study “would probably look at pros and cons
of the different types of strike weapons,
including short-range weapons such as the
Joint Strike Missile”.
While the timeframe for the study has
not been confirmed, Rear Adm Wang suggested that, if Denmark proceeds with such
an acquisition and receives the approval of
any prospective supplier (such as the United
States), “the capacity will most likely materialise in the beginning of the next defence
agreement period, ranging from 2023 to
approximately 2028”.
Should Denmark move forward with its
plans, the RDN’s three Iver Huitfeldt-class
frigates would be the likely host platforms
as they are already fitted with Lockheed
Martin’s Mk 41 VLS.
“If you want to maintain full flexibility
to deploy your frigates, it would require the
whole of class to be equipped with the C4I/
targeting necessary to be strike capable,”
Rear Adm Wang added. “However, the
missiles could be pooled and moved to the
ship(s) deployed.”
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‘Tooling up’ for
COUNTER TERRORISM

Mission centric UAVs, better personal protection and quicker data
extraction devices boost the fight against terrorism.
Andrew White

T

he recent terrorist attacks in
the United Kingdom, most
recently with a car being driven
over cyclists near the Houses of
Parliament in London during
August 2018, further underlines why special
operations forces (SOF) continue to remain
highly focused on counter-terrorism (CT)
duties with many units responsible for both
internal security and expeditionary
operations, dependent upon national caveats.
This typically tasks SOF with missions to
find, fix and neutralise terrorist networks
through direct action, special reconnaissance, non-combatant evacuation and
hostage rescue operations’.
Some of the most prevalent real-world
CT missions in recent history have included
the multi-national coalition of Special
Operations Task Groups (SOTGs) tasked
with a ‘train, advise, assist’ (and in some
cases accompany) mission in support of
Iraq’s CT Service which remains heavily
involved in operations against Daesh across
northern Iraq.Here, SOTGs from across
NATO and non NATO Entities conducted
a comprehensive military assistance (MA)
campaign, designed to enhance the small
unit capabilities of Iraqi SOF (ISOF) battalions
conducting offensive action missions as
part of a wider CT operation.
SOF’s role in supporting both domestic
and forward deployed CT campaigns was
highlighted in June with the publication
of the United Kingdom’s (UK) Strategy for
Countering Terrorism, CONTEST.
According to the document, commitments to a UK CT strategy with global reach
continue to be enhanced through decisions
made in the 2015 Strategic Defence and
Security Review (SDSR), with beneficiaries
including CT police, security, intelligence
agencies and SOF.
The SDSR announced an investment
injection of $2.53 billion (£2bn) in UK
Special Forces (UKSF) as well as $1.78 billion
(£1.4bn) in security and intelligence agencies.
Highlighting the importance of
inter-agency as well as multi-lateral/national
cooperation, the CONTEST report outlined:

“Our global diplomatic network works with
a wide array of countries to deal with shared
threats, including through UN (Unted
Nations) agreements on countering terrorism
that provide a clear global mandate for action.
“Since 2015, this has been augmented
by an FCO-led [Foreign & Commonwealth
Office] Counter-Terrorism and Extremism
Network, doubling to some 200 the number
of officers working with priority countries
in Europe, the Middle East, Africa and
Asia. Counter-Terrorism Policing also now
operates in over 90 countries,” CONTEST
described.
Similar emphasis on the joint operating
environment to support more successful
CT strategies have been highlighted by the
Indonesian Ministry of Defence which
announced on 21 May that it would be
reactivating the Joint Special Operations
Command (JSOC). The organisation had
been deactiviated after just a month in
existence back in 2015, due to humanitarian
rights concerns.
The decision preceded the publication
of an amendment to Indonesia’s Acts of
Terrorism Law (also known as the CT Law),
published by the government on 25 May
2018, in which terrorism is defined as an
act(s) using “violence or threat of violence
to create a widespread atmosphere of terror
or fear, resulting in mass casualties and/
or causing destruction or damage to vital
strategic objects, the environment, public
facilities, or an international facility”.
According to official sources, the JSOC
has been authorised to handle ‘multidimension threats’ currently being
witnessed across the country’s extreme
topographical range and follows suicide
bombings in Surabaya, East Java between
13-14 May 2018 by affiliates of Daesh.
The JSOC will provide a centralised
Command and Control component for the
nation’s top tier CT units from across the
Indonesian Armed Forces. Force elements
include the Air Force’s Bravo Detachment
90 (DENBRAVO); Naval Special Warfare
Command’s Detachment Jala Mankgara
(DENJAKA); and Army Special Forces
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Command’s Unit 81. The JSOC will also
feature increased integration with the
National Police Special Detachment 88, also
known as DENSUS 88.
Materiel Support
With the joint operating environment deemed
critical to the success of any CT strategy,
technology remains a fundamental
requirement to the support of tactical
operations. Paying particular focus to the
identification and development of specialist
technology sets is the US Department of
Defense (DoD) which sponsors the Combating
Terrorism Technical Support Office (CTTSO).
“The CTTSO identifies and develops capabilities to combat terrorism and irregular
adversaries and to deliver these capabilities to DoD components and interagency
partners through rapid research and development, advanced studies and technical
innovation, and provision of support to U.S.
military operations,” said a spokesperson.
Over the first six months of 2018, the
CTTSO, DoD, Israel MoD and Defense Research and Development Directorate (MAFAT) as well as the MIT Enterprise Forum
of Israel conducted the third iteration of the
biennial Combating Terrorism Technology
Startup Challenge (CTTSC3), focused on the
identification of ‘breakthrough’ technology
in combating terrorism.
As a competition official explained:
“Terrorism is a constantly evolving worldwide threat. As terrorists become more
sophisticated, so too must the tools for
detecting, preventing, and defeating them.
Culminating in the CTTSC Conference in Tel Aviv, Israel on 17 June, 2018, the
competition was broken down into multiple
areas of interest tasked with the study of intelligence, surveillance and reconnaissance
(ISR), social media, artificial intelligence,
cyber warfare, autonomous platforms, personal protection equipment (PPE), weapon
systems, biometrics and specialist detection
capabilities.
Additional specialist streams focus on
urban navigation technologies which considered options to allow SOTGs to maintain
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operational effectiveness in GPS-denied
and other Anti-Access/Area Denied (A2AD)
environments.
Describing typical concepts of operation (CONOPS) associated with the
execution of CT operations by SOTGs in an
expeditionary context, defence sources associated with the NATO Special Operations
Headquarters (NSHQ) explained how intelligence-gathering missions would generally
be followed by some type of ground (GAF),
maritime (MAF) or helicopter assault force
(HAF) mission.
Such an operation required SOTGs to
be supported by mature levels in of ISTAR,
as well as mobility platforms across air,
land and sea domains, PPE; communications networks; and inventory of personal
weapon systems.
Upgrades in PPE equipment include
similar trends to reduce form factor of plate
carriers with NFM Group unveiling its latest
design to satisfy special operations requirements for CT operations at the Eurosatory
conference in Paris, France on 11 June.
Speaking to Armada, company officials
explained how its latest load carriage vestwhich can be worn as a standalone solution
or worn over the ballistic plate carriers on
the chest and back, provided a lighter weight
variant to legacy variants.
Falling under NFM Group’s Thor
product family of load carriage systems, the
as yet undesignated solution is available
in three different sizes, and means operators are able to attach any combination of
MOLLE pouches with personal preference
and operational parameters in mind.
Restricted connectivity
Demand for tactical communications
equipment capable of supporting an SOTG
in A2AD environments continues to emerge
as a popular requirement across the special
operations community seeking to ensure
communications in degraded environments.
Specialist Mobile Ad Hoc Network
(MANET) waveforms can be integrated
into software defined radios (SDRs) such as
Harris Corporation’s AN/PRC-163 STC Next
Generation Handheld radio which is due
to be fielded by USSOCOM force elements
later in 2018; as well as MANET-dedicated
tactical radio systems such as Persistent
Systems’ MPU5 and TrellisWare Technologies’ TW-950 TSM Shadow solutions.
Providing an SOTG with a series of selfforming and self-healing nodes, MANETs
are capable of supporting non-GPS or satel-

lite communication-based connectivity as
well as supporting missions in urban and
subterranean areas of operation.
Additionally, given the nature of joint
operations with partner nation forces and
agencies, SOF require the means to communicate with units who might not necessarily
be running the same SDRs and waveforms
as their own.
Such a capability was demonstrated at
the Rim of the Pacific (RIMPAC) exercise in
Hawaii, between 27 June and 2 August, by
forces from across the special operations
community conducting GAF/HAF CT serials.
Multinational SOF teams from India,
Indonesia, Japan, Peru, the Philippines,
South Korea and the US were granted access
to Lockheed Martin’s Universal Communications Platform Tactical Deployable Unit
(UCP TDU) in order to achieve a base level in
interoperability and command and control.
Capable of supporting multiple radio
frequency ranges, the ruggedised case can
network together a variety of tactical radio
solutions including High Frequency (HF),
SATCOM and MANET systems. According
to Lockheed Martin business development
manager for advanced product solutions,
James Quinn, the equipment was used to
support a SOF exercise serial on the island of
Oahu, Hawaii in the first week of July as part
of the wider RIMPAC maritime exercise.
Defence sources associated with the
training programme explained to Armada
how the UCP TDU was deployed to connect
the national communications solutions of
the various international SOF components
with one another during a CT GAF scenario.
However, Lockheed Martin is designing a
smaller TDU to support USSOCOM requirements in the future.
Additionally, precision navigation in
urban and subterranean environments also
remains a critical area of interest for the
NATO and US SOF communities seeking
to increase situation awareness during CT
tasks. Force components are considering
the utility of unmanned aerial vehicles
(UAVs) as well as unmanned ground vehicles
(UGVs) to support mapping and geolocation
requirements, as well as supporting ISTAR
and communications relay demands.
The market has started to witness the
proliferation of so-called ‘Hybrid Vertical Take-Off/Landing’ UAVs, designed to
provide increased flexibility for SOF assault
teams operating between urban, suburban
and rural environments.
Examples include AeroVironment’s
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Shrike 2 which was unveiled to the market
at the SOF Industry Conference (SOFIC) in
Tampa, Florida on 22 May, as well as Lockheed Martin’s Stalker Extended Endurance
(XE) UAV which was also used to support
SOF exercises during RIMPAC.
The modular Shrike 2 can be fitted with
a pair of fixed wings and/or tri-rotors for
a VTOL capability. Totalling 2kg in all up
weight, the air frame retains the capacity
to carry a 400g payload, company officials
explained to Armada with options including
electro-optical/infrared or LiDAR cameras.
The Stalker XE, also unveiled at SOFIC,
has a gross vehicle weight of 13.6kg, has a
top speed of 35mph and optimal operating
altitude of 700ft which, according to
Lockheed Martin’s Maggie Macfarlane,
means a minimal audible signature to
ground forces. The Stalker XE has a maximum
endurance of eight hours with option for
propane fuel cell technology.
Finally, once a target has been secured
by an assault force, SOF units must ensure
the efficient and rapid collection and
exploitation of intelligence gathered.
Critical to such a capability is Site
Sensitive Exploitation (SSE) which involves
the capture of data from any electronic
devices and other information which might
be found on the scene after a raid.
Speaking to Armada at SOFIC, UK
forensics company Evidence Talks discussed
how next-generational technology was
enabling ever-increasing amounts of data
collection for processing, exploitation and
dissmenation (PED).
According to chief technology officer,
Andrew Sheldon, a miniaturised variant
of the Spektor Ultra digital forensic triage
tool has been optimised for ‘non-technical
investigators’ include SOF operators.
Allowing assault teams to “rapidly
preserve and automatically examine data
stored on computers, servers and mass storage devices”, the Spektor Ultra is capable of
recording data at a maximum speed up to
2,000mbps compared to more traditional
speeds of 32mbps, Sheldon claimed.
The USSOCOM as well as undisclosed
NATO SOF partners already operate
‘hundreds’ of Spektor forensic intelligence
devices, Sheldon confirmed: “Our ultra-fast
collection technology means that Spektor
collects in minutes. Its speed can be enhanced further with add-on modules with
an intuitive analysis suite allowing you to
search, sort and analyse only the files you
need to, potentially saving you hours.”
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WHY OPEN SYSTEMS
MAY FUEL THE TEMPEST
Andrew Hunter

P

robably the most intriguing news coming out
of this year’s Farnborough Air Show was the
unveiling of the BAE Systems Tempest concept
aircraft, and the announcement that the sleek
mock-up on display there was the forerunner of a
sixth-generation fighter development programme.
The UK intends the programme to confirm its position as
a global leader in fighter and aviation technology, working
with BAE Systems on the development of a twin-engine, low
observable fighter airframe, and working with Rolls Royce on
a hyper-fuel-efficient, three-stream power-generating fighter
engine. The objective is to develop a fighter capable of carrying
the latest warfighting electronics and directed energy weapons
into the most hostile airspace. To make this happen, however,
the key may be capitalising on a major shift in systems
engineering.
The Tempest vision is grand, but how capable is the UK
Ministry of Defense (MoD) and its industry partners, which
also include Leonardo and MBDA, of carrying it out? It would
seem unwise to bet against the nation that developed the
Spitfire and the Harrier, not to mention the Merlin engine.
Having said that, fighter development is a very expensive
game. Neither the pre-nor the post-Brexit UK is likely to be
able on its own to put the resources together to develop every
aspect of an advanced sixth-generation fighter. The UK has
made it clear that it is looking for development partners
willing to dedicate their own billions to help the effort. While
it’s not obvious that they will succeed in enlisting a partner,
there is no shortage of countries currently looking at next
generation fighters, including Turkey, Japan, South Korea,
and Sweden. As notable as which countries are on the list of
potential partners is who is not on the list, namely France and
Germany, who appear to have decided to develop their next
fighter without the UK. But supposing the UK does line up a
top tier partner or two, how will it go about sharing design
efforts with an international partner or partners, particularly
those with whom it has little historical background of working
closely (with the exception of Leonardo)?
The answer is likely to be depend on another ambitious UK
development effort, this one in the seemingly mundane realm
of systems engineering. The UK has been working for several
years to establish leadership in developing modular open
systems standards for aircraft. Open standards enable
companies that are often fierce competitors to work together
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in designing complex systems. One of the central pillars of
the UK’s open systems approach is its ‘Pyramid’ architecture
for aircraft systems. Initially developed as an architecture
for integrating mission payloads on unmanned aircraft,
the Pyramid architecture has been expanded to apply to a
broad range of aircraft design and integration applications.
This open systems approach could make the difference in
encouraging other nations to join the UK in developing
Tempest and make the programme’s financing work.
The open standards in the Pyramid architecture provide
partner nations, and their national industrial champions,
with the assurance that their technology (and therefore the
critical funding required to develop it) would not be
appropriated by the UK or its prime contractor. Partners
would only have to share the information that passes
between standard design interfaces into the aircraft’s
central avionics, not the unique, proprietary data that
makes their mission systems work. While such open
standards are routine in the commercial world, especially
in telecommunications and information technology, they
remain relatively rare in defense. Pyramid in one of a mere
handful of open architectures in development that promise
to aid in the design of sophisticated next generation fighter
aircraft.
The benefits of using open architecture approaches for
international development projects are numerous and
compelling. In addition to protecting partners’ core
intellectual property and encouraging partner investment,
they have the potential to facilitate cooperation in other
ways. International joint development projects struggle to
overcome challenges of coordination, language, and culture.
By reducing the amount of information that different
countries and companies share with one another to cooperate,
open system architectures mitigate these challenges. The
result is that countries can partner without locking
themselves together, meaning a partnership can be as deep
or as shallow as circumstances dictate, and new partners
can be added mid-stream. No all-or-nothing gambles
are required. In fact, the chance to work on a programme
designed to be open from the start offers its own benefit
to potential partners, as many believe this approach is the
wave of the future. In this way, Pyramid can become not
only one of Tempest’s primary enablers, but also one of the
chief selling points.

