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The USAF performed a
deployment of F-35A
fighters to Estonia in April;
a deployment which was
accompanied by significant
ELINT collection.

Keepking
your ears open
The past twelve months has witnessed interesting activity in the Electronic
Intelligence (ELINT) gathering domain, with the Syrian and Iraqi threatres, and
the Baltic region, experiencing energetic activity in this regard.

Thomas Withington

O

n 25th April, two United
States Air Force (USAF)
Lockheed Martin F-35A
Lighting-II fighters from
the USAF’s 34th Fighter
Squadron were deployed from Lakenheath
airbase in eastern England, to Amari airbase in northern Estonia, arriving in Estonia at 1100 Zulu (Z). An official statement
regarding the deployment released by the
USAF stressed that it: “(had) been planned
for some time (and had) no relation to
current events.” Adding that the move:
“(allowed) the F-35A to engage in familiarisation training within the European theatre while reassuring allies and partners of
US dedication to the enduring peace and
stability in the region.” The Baltic has been
a tense place since the Russian government’s annexation of Crimea, formally part
of Ukraine, on the Black Sea during Moscow’s intervention in the Ukrainian Civil
War in March 2014.
Yet, the deployment of the F-35As
was not the only event in late April which

got plane-spotters’ tongues wagging, and
fingers tapping, as illustrated by the
quantity of online coverage of the event.
The arrival of the F-35As in Estonia was
punctuated by some interesting ELINT
activity. A collection of plane-spotters
listing to airband radio, and observing
online air traffic information services,
noticed that the F-35A deployment
occurred simultaneously with flights by
one USAF and one Royal Air Force (RAF)
Boeing RC-135W Rivet Joint/Airseeker,
and a single USAF RC-130U Combat
Sent ELINT aircraft. Both these platforms
are tasked with collecting, identifying,
locating and analysing Radio Frequency
(RF) emissions. According to open sources,
the RC-135W is primarily focused on
collecting communications intelligence,
while the RC-130U is principally concerned
with ELINT collection vis-à-vis radar
transmissions. All three aircraft performed
‘racetrack’ orbits; the two RC-135W aircraft
northwest of Russia’s Kaliningrad enclave
to the northeast of Poland, while the RC-

135U flew over Estonia itself, close to the
Estonian-Russian border. The F-35As
completed their deployment at 1443Z
and subsequently returned to the UK, the
RC-135U/W jets leaving the area shortly
afterwards.
I Baltic Machinations

Neither the USAF nor the RAF has,
unsurprisingly, revealed the activities of
these RC-135U/W aircraft. The purpose
of their deployment could have been twofold: The F-35A’s trip to Estonia was part
of the first ever deployment to Europe of
this fifth generation fighter which was
designed from the outset to have a low
radar cross section. Flying an aircraft
with this degree of sophistication close
to Russian territory may have prompted
the USAF and the RAF, which will
operate the F-35B variant of the aircraft
from later this decade, to perform ELINT
collection to see how Russia’s Integrated
Air Defence (IADS) system, notably its
ground-based air surveillance radars
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systems, and converting aircraft to this
role. Other aircraft which have been
detected flying over Mosul include
numerous US Army Beechcraft MC12W Project Liberty ISR (Intelligence,
Surveillance, Reconnaissance) aircraft
which can perform tactical and
operational ELINT gathering, notably for
RF communications.
As noted above, the use of ELINT
to track down and eliminate key ISIS
individuals in the Iraqi and Syrian
theatres has become a modus operandi of
choice for CJTF/OIR. As Professor David
The USAF deployed an RC-135U to accompany the recent deployment
Stupples, director of electronic warfare
of F-35A jets to Estonia. The aircraft may have been used to gather
research at City University, London noted:
information on Russian radar, or to act as a deterrent.
“ISIS’ levels of communication is very
rudimentary using standard cellphones,
some Very High Frequency (30 megahertz/
MHz to 300MHz) and some satellite
communications.” Prof. Stupples continued
that CJTF/OIR’s electronic warfare
concept of operations in these theatres is to
use platforms such as the RC-135V/W to
“hoover up” the electromagnetic spectrum,
typically in the three megahertz to 300
gigahertz waveband to determine those
RF signals which could originate from ISIS
members. This is primarily an exercise in
gathering
the ELINT metadata dubbed:
US Army MC-12W ELINT aircraft are thought to have played a major role in locating senior
“data that provides information about other
ISIS cadres during combat operations in Mosul.
data,” according to the Merriam-Webster
and the radio communications which
Joint Task Force-Operation INHERENT English Dictionary. This data then has
tie an IADS together, reacted to the
RESOLVE/CJTF-OIR) continues its fight
to be analysed to tease the possible ISIS
deployment of such an aircraft. Secondly, against the Islamic State of Iraq and Syria
signals from the general electromagnetic
some analysts in the online air traffic
(ISIS) insurgent group. Again, the online
environment. This can be a challenge, Prof.
information service community have
air traffic information community has
Stupples added, as ISIS has demonstrated
speculated whether the deployment of
played a major role in tracking ongoing
that it can encrypt its communications.
these aircraft was intended to have a
activity. For example, in February and
For example, the militia is known to use
deterrent effect to persuade the Russians
March, the US was actively seeking Abu
communications encryption which is
to keep their radars inactive while the
Bakr al-Baghdadi, ISIS’ leader whom
commercially available online, alongside
F-35As were deployed to Estonia. Some
was believed to be in Mosul in northern AES (Automatic Encryption Standard)
observers have said that the fact that all
Iraq; for which the battle to liberate the
electronic data encryption protocols
three RC-135U/Ws kept their ADS-B
city from ISIS control was still ongoing
established by the US National Institute
(Automatic Dependent Surveillance- at the time of writing. Reports have
of Standards and Technology. In addition,
Broadcast) RF transponders active during
noted that Beechcraft Super King Air- Prof. Stupples noted, all cell phones have
their flights, hence making it possible to
300 turboprop transports, believed to be
their own encryption in the form of a
track these aircraft using online services
equipped with ELINT equipment had
unique encryption key needed to join
such as FlightRadar24, indicated that the
been seen circling Mosul during the battle, a specific network, and the cell phones’
RAF and USAF wanted their aircraft to
which commenced on 16th October 2016. own key which is not unique. These keys
be seen. Those same observers stated that These aircraft were said to be hunting
combine to create a unique key for the
when such aircraft are collecting ELINT
for RF transmissions that might betray
cell phone every time it joins the network.
over the Iraqi and Syrian theatres they
Mr. Al-Baghdadi’s location. A number of
Such information can be collected by an
routinely keep their ADS-B transponders
interesting quasi-military airframes have
aircraft such as the RC-135W and then
inactive to help mask their operations.
been detected operating over Mosul. These
analysed on the ground.
include a Pilatus PC-12/45 turboprop
That said other information can
I Middle East
transport with a registration number of
be interpreted by the aircraft’s organic
Beyond the Baltic, energetic airborne
N56EZ which open sources note as owned
analysts. For example, if it is determined
ELINT gathering activity has been
by the Sierra Nevada Corporation. This
that a particular cell phone was being used
witnessed in the Syrian and Iraqi theatres as
firm has a proven track record in providing
when, on 30th August 2015, ISIS destroyed
the US-led coalition (known as Combined
airborne
electronic
warfare/ELINT
the Temple of Bel, founded in the year
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USAF and RAF RC-135W aircraft have played an important role in gathering
communications intelligence regarding ISIS activities in the Iraqi and Syrian theatres.

ISIS individuals can be tracked down and
killed.
I The Threat

As this compendium will illustrate,
investment around the world is flowing
into the procurement of ELINT systems
and platforms, alongside continuing
investment into airborne electronic
warfare systems for both aircraft self
protection and for operational and tactical
missions such as the suppression of
enemy air defences. At the same time, the
US DOD

32AD in the central Syrian city of Palmyra,
and that cell phone is then detected once
more during further ISIS actions such as
the ongoing Battle of Raqqa in northern
Syria, which commenced on 6th November
2016, then an ELINT picture can begin
to be established potentially linking that
cell phone to an ISIS cadre. The further
detection of such transmissions could then
be useful for the geolocation of that cell
phone, and hence the direct attack of that
individual. This is one mechanism, Prof.
Stupples continued, by which high value

Speaking in February 2016, former US defence secretary Ashton Carter outlined the potential
strategic challenges that the US and its allies are expected to face around the world in the
coming years.
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compendium’s conclusion will illustrate
that minds are concentrating not only on
emerging technologies such as cognitive
electronic warfare, but also how to manage
the mass of ELINT gathered by airborne
platforms as the electromagnetic spectrum
becomes an increasingly congested
place worldwide, caused not least by the
proliferation of civilian smartphones: The
statistica statistics website estimates that
the number of smartphone users globally
will increase to 2.87 billion by 2020,
from 2.32 billion today. Both this growth
of smartphone use and the significant
employment of ELINT gathering elements
in ongoing conflicts illustrates that: “EW
continues to be a valued resource onboard
airborne platforms both against traditional
and new generation threats,” Elettronica
stated in a written statement.
The company’s thinking is underlined
by the expectations regarding future threats
articulated by Ashton Carter, the former
US defence secretary, in his February 2016
preview of the US Department of Defence’s
2017 budget request. Mr. Carter stated that
Russian aggression in Europe, the rise of
the People’s Republic of China in the AsiaPacific, the Democratic People’s Republic
of Korea, the Islamic Republic of Iran and
the ongoing activities of ISIS all represent
strategic challenges for the US and its allies
in the years ahead.

AIRBORNE ELINT

ABOVE AVERAGE
INTELLIGENCE

USAF

The radio portion of the electromagnetic spectrum
is becoming an increasingly crowded place, with
civilian and military communications, and radar, all
jostling for available bandwidth globally.
The procurement of new
radars around the world
is helping to propel the
overall military radar
market, and may also help
to drive a corresponding
increase in the
procurement of airborne
ELINT platforms.

T

he radio spectrum spans a waveband of three hertz to three terahertz. This may sound like a lot,
but within that section of the electromagnetic spectrum military
and civilian radar, amateur radio, civilian
telecommunications, military telecommunications; television and radio broadcasting; professional telecommunications,
radio control, and medical, scientific and
industrial radio frequency users must all
coexist. To make matters more complex,
both the civilian and military use of the
radio spectrum shows no sign of diminishing. As the introduction to this compendium noted; according to the statistica statistics website, the number of smartphone
users globally will increase to 2.87 billion
by 2020, from 2.32 billion today. Similarly,
a report published in February 2016 entitled the Military Radar Market by Platform
estimated an increased value of $13 billion
in 2020 for that market, compared to $11
billion in 2015. While some of the future
radar procurements represent the replace-

ment of legacy systems in the land, sea
and air domains, others will be purchases
of new systems, thus potentially enlarging
the numbers of military radars in service
today. Similarly, the Strategy Analytics
market research company estimated in
April 2015 that the military communications market could be worth up to $35.3
billion by 2024. Ultimately, it seems almost
inevitable that such increases will trigger
a corresponding increase in the use of the
radio spectrum, further crowding it and
making the detection of signals of interest
within this congested environment ever
more important. Such considerations are
arguably driving the acquisition of ELINT
platforms and systems worldwide.
I Asia-Pacific

One area which has witnessed a recent
growth in airborne ELINT acquisition is
the Asia-Pacific. In November 2016 the
Tentara Nasional Indonesia-Angkatan
Udara (TNI-AU/Indonesian Air Force)
announced that Leonardo’s SAGE-600

Electronic Support Measure (ESM) had
entered service onboard the force’s five
Airbus CN-235MPA maritime patrol
aircraft. Open sources noted that this
modification was performed by local
contractor PT Dirgantara Indonesia in
association with Integrated Surveillance
and Defence; a US company. According to
Leonardo, the overall SAGE ESM family
covers a RF (Radio Frequency) detection
range of between 0.5-40 Gigahertz
(GHz). Dave Appleby, vice president of
sales for electronic warfare at Leonardo’s
airborne and space division, said that this
product: “straddles the boundary between
a traditional ESM and ELINT; it could be
referred to as a ‘tactical ELINT’ system.”
The product’s bandwidth allows it
to detect emissions from a wide range
of radars, including naval surveillance
radars, which typically operate in S-band
(2.3-2.5/2.7-3.7GHz),
C-band
(5.255.925GHz) and X-band (8.5-10.68GHz).
These bands are also routinely used by
land-based coastal surveillance radars.
The SAGE-600 also covers the upper
end of the radar spectrum including Kuband (13.4-14/15.7-17.7GHz), K-band
(24.05-24.25GHz) and Ka-band (33.436GHz). These latter three wavebands
are particularly important as they cover
RF signals frequently used by anti-ship
missiles to locate and then home in on
their targets. Alongside the Indonesian
CN-235MPA aircraft, SAGE family ESMs
are reportedly in service with the Republic
of Korea Navy’s (ROKN) AgustaWestland
AW-159 Wildcat naval support helicopters
(eight examples have been ordered).
It is interesting to note, according to
Leonardo’s official literature, that the
SAGE family can gather communications
intelligence regarding signals in the Very
High Frequency (30 megahertz/MHz
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Leonardo

Royal Navy Wildcat HMA.2 naval support helicopters are seen here during a display.
The ROKN has ordered similar helicopters equipped with the SAGE ESM.

Indonesia’s procurement of the SAGE-600
ESM provides a “tactical ELINT” capability
for the TNI-AU’s CN-235MPA platforms.

to 300MHz) and Ultra High frequency
(300MHz to three gigahertz) wavebands.
In tandem with its acquisition of
the SAGE ESM, the Republic of Korea is
thought to be satisfying its requirement to
replace its existing ELINT gathering fleet,
which is centred on four Hawker/Beechcraft
800SIG/RC-800 turbofan transports. These
aircraft are expected to be replaced by two
Dassault Falcon-2000 turbofan transports
configured for the ELINT mission. These
reportedly commenced flight testing in
Texas in 2016, and are expected to enter
service with the Republic of Korea Air
Force this year. Very little information
has been released publicly regarding the
ELINT systems furnishing these aircraft
although it is thought that such subsystems
could be supplied by either SamsungThales or LIG Nex1.
I Middle East

Confusion surrounds the status of a
putative ELINT aircraft programme
announced by Ukraine and Saudi Arabia
in November 2016. Contemporary news
reports articulated that Saudi Arabia had
planned to procure up to six Antonov AN132 turboprop freighters; two of which
would be configured for ELINT tasks.
Tellingly, no information was released
regarding the possible specification of these
aircraft, nor when they might be delivered
to the Royal Saudi Air Force (RSAF).

Nevertheless, during the International
Defence Exhibition held in Abu Dhabi
in late February, Ukraine’s state defence
export company Ukroboronprom revealed
to Armada that the exact specification of
the ELINT aircraft had yet to be agreed
by the RSAF and the Ukrainian company.
Ukroboronprom sources were unable to
provide any information as to when the
configuration of the RSAF’s ELINT aircraft
could be frozen, or when deliveries of
these platforms would commence and
conclude. For now, sources added, the
initiative remains a ‘paper aeroplane’ with
no indication as to when the design phase
could commence.
Looking towards Egypt, in January
reports emerged that the country’s air
force would convert a single example
of its Lockheed Martin C-130H/H30
turboprop freighter fleet into an ELINT
gathering platform with the conversion
being performed by the Sierra Nevada
Corporation. No additional information
has been released regarding this initiative
such as when the conversion is expected to
be completed and what ELINT equipment
maybe installed on the aircraft. Back
in 2003, the Egyptian Air Force (EAF)
upgraded two of its C-130Hs with rollon/roll-off ELINT payloads reportedly
configured to a similar capability to that
enjoyed by the USAF’s EC-130H Compass
Call ELINT aircraft, chiefly the ability to
detect and jam hostile communications,
although while the capability conferred on
the EAF aircraft may have been similar, it
almost certainly did not include the same
systems which equip the EC-130H which
are strongly expected to be restricted from
export under the US government’s ITAR
(International Traffic in Arms Regulations)
strictures. Interestingly, Thales offers an
Wikimedia Commons

Wikimedia Commons
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A Dassault Falcon-2000 platform is strongly
expected to form the basis of the Republic
of Korea’s future airborne ELINT gathering
capability.

USAF EC-130H aircraft
continue to play an important
role in jamming ISIS
communications, even being
effective in disrupting the
organisation’s use of UAVs.

USAF

AIRBORNE ELINT
of December 2016, from the US Senate
Armed Services Committee. Meanwhile,
Bombardier protested with the US
Government Accountability Office (GAO)
which examines government spending,
over the USAF’s sole source approach. It
is difficult to say which direction the EC130H replacement will take at present,
however, given that the EC-130H fleet was
procured in the early 1980s and entered
service with the USAF in 1982, it seems
certain that these aircraft will need to be
replaced sooner rather than later.
I Bizjet Jamming

ELINT pod which can equip a C-130
family aircraft and which is able to collect
ELINT. France enjoys close military
relations with Egypt and the procurement
of such a pod for the EAF’s C-130H/H30
would allow both the US government and
Cairo to potentially outflank any ITAR
restrictions, presuming this product is
ITAR free. Similarly, Lockheed Martin
provides the Dragon Shield roll-on/rolloff ELINT payload for the C-130 family
including C-130E/H examples. As noted
above, Lockheed Martin was involved
in the 2003 ELINT upgrade of the EAF’s
C-130Hs and may have offered an ITAR
free derivative of the Dragon Shield for
these aircraft.
I North America

In December 2016, it was reported
that USAF EC-130Hs had deployed to
the Middle East and were performing
important
work
jamming
ISIS
communications and hence hampering the
militia’s command and control. Much of
the EC-130H’s operations are shrouded in
secrecy. Information released by the USAF
regarding the activities of the EC-130H
aircraft of the 43rd Expeditionary Electronic
Attack Squadron in December 2016 spoke
of Arabic linguists accompanying the EC130H crews so as to assist the prioritisation
of the ISIS communications targets to
be jammed. The USAF also noted that
in October 2016 an EC-130H had been
effective in jamming the RF link controlling
an ISIS Unmanned Aerial Vehicle (UAV),
disrupting the militia’s ability to control and
use such platforms.
Nevertheless, there is uncertainty
regarding the future of the EC-130H fleet.
Reports in June 2016 stated that a USAF
proposal to migrate the role of the EC-

130H onto a smaller platform such as a
business jet had run into opposition from
the US Congress House Armed Services
Committee following its $165.7 million
request to move equipment from the EC130H onto such an aircraft;
The USAF’s intention, as articulated
in 2016, was to ‘cross-deck’ subsystems
outfitting the EC-130H onto a smaller
business jet known as the EC-37B. USAF
plans called for the acquisition and retrofit
of one Gulfstream G550 annually to the
EC-37B status, the existence of which was
revealed in May 2016. The USAF’s plans
for an acquisition of a total of ten EC-37B
airframes to replace its existing fleet of 14
EC-130Hs, seven of which are planned for
retirement. This could potentially leave
the USAF with a mixed fleet of six EC37Bs and eight EC-130Hs in circa 2025
to 2026. Reports noted that the USAF
requested an initial $165.7 million to get
the EC-37B programme underway, with
the conversion of the first G550s to the EC37B configuration, with the total estimated
cost for the ten-aircraft programme being
approximately $1.6 billion.
Yet plans to develop the EC-37B have
been controversial not least because
the USAF had planned to award a solesource contract to a team which includes
Gulfstream and BAE Systems, the latter
of which will be responsible for providing
the ELINT subsystems equipping the EC37B. Other potential players in the EC130H replacement effort include Boeing,
proposing an ELINT-gathering platform
based on its B737 airliner family, while
Lockheed Martin and Bombardier have
joined forces to offer an aircraft based on the
latter’s Global 5000 business jet. The scheme
to perform a sole-source replacement of
the EC-130H has met with criticism, as

Business jets are increasingly in vogue as
ELINT platforms. As told to the author in
2014 by confidential Israeli sources, this
trend has been motivated by a number
of factors: Firstly, the miniaturisation of
electronic circuits, typified by Moore’s
Law, named after Gordon Moore, the cofounder of the Intel Corporation, whom
posited that the number of transistors
which can be accommodated on a chip
doubles every two years, has led to the
gradual reduction in the physical size of
the electronic support measures which are
integral to ELINT collection. This allows
such equipment to outfit a comparatively
smaller aircraft, such as a G550, compared
to a larger Boeing RC-135V/W Rivet Joint
style platform based on that company’s
Boeing B707 family of airliners. Secondly,
business jets are attractive as the can offer
both long ranges and high degrees of
crew comfort. For example, the G550 has
a range of 6750 nautical miles/nm (12501
kilometres/km), according to publicly
available figures, eclipsing the 2969.7nm
(5500km) reported range of the RC135V/W. In addition to the aircraft’s long
range is the high degree of crew comfort
offered by business jets. In the world of
ELINT collection, this is not a luxury, but
a necessity. ELINT missions can be several
hours in duration, and a comfortable
aircraft enhances crew concentration.
The Fuerza Aérea Argentina (FAA/
Argentine Air Force) typifies the trend
towards using business jet ELINT
platforms. In July 2016 pictures emerged
of a Learjet Model-35A aircraft acquired
by the force in 2013 for ELINT collection.
Open sources stated that the aircraft is
equipped with Thales’ Vigile-200 ESM.
Thales’ official literature states this offers
RF coverage from 500MHz up to 18GHz.
Of particular interest is the narrowband RF
coverage in the 500MHz to two gigahertz
range. This section of the radar spectrum
2017 AIRBORNE ELECTRONIC WARFARE
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is particularly crowded encompassing
L-band and S-band wavebands often used
by ground-based air surveillance and naval
surveillance radars, indicating that the
FAA’s acquisition of this system is intended
to help the air force and the Argentine
armed forces in general develop a detailed
electronic order of battle regarding such
radars. Moreover, Thales markets the
Vigile-200 as a naval system for installation
on surface combatants and submarines, as
well as aircraft.
It is noteworthy that the Royal Air
Force procured four Saab Giraffe-AMB
ground-based air surveillance radars in
2015 for $75 million, which are expected
to be delivered between 2017 and 2018,
according to Armada Intelligence. This radar
transmits in the C-band, and the 0.5MHz
to 18GHz bandwidth of the Vigile-200
may give the FAA some capability to
detect and geolocate transmissions of
these radars deployed to the Falklands/
Malvinas islands; the sovereignty of which
is disputed by Argentina and the United
Kingdom. Although the FAA acquired its
Learjet Model-35A for use as an ELINT
platform in 2013, Armada Intelligence
states that the Vigile-200 system, one of
which was ordered by the FAA during that
same year, was not delivered and installed
on the aircraft until 2016.
I Russia

US DOD

Russia is augmenting its airborne
electronic warfare capabilities with the
acceptance of the Russian Air Force’s
(RUAF) new Ilyushin IL-22PP Porubschik
platform. Local media reports stated that
this aircraft commenced delivery to the
RUAF in November 2016. Little specific
technical information has been released

regarding its capabilities, except local
media reports specified that the aircraft’s
electronic warfare equipment was capable
of jamming the Northrop Grumman
AN/APY-1/2 S-band radars which equip
Boeing’s E-3 family of airborne early
warning aircraft, and the Raytheon AN/
MPQ-53 C-band ground-based air
surveillance radar which forms a key part
of Raytheon’s MIM-104 Patriot Surfaceto-Air Missile (SAM) system family. The
IL-22PP aircraft is, according to reports, a
temporary measure to provide the RUAF
with a radar detection and jamming
capability. The Il-22PP is based on the
Ilyushin Il-18 turboprop transport family,
and the RUAF is thought to favour the
acquisition of a turbofan-powered ELINT
platform over the long term.
Additional RUAF airborne EW
activity has included the announcement
of plans in December 2016 by the Russian
Ministry of Defence to enhance the
force’s Sukhoi Su-34 tactical bombers’
ELINT capabilities. Reports emerged
in August 2016 that the RUAF would
soon introduce the UKR-RT ELINT pod
into service onboard this aircraft. The
manufacturer of the pod has not been
revealed, although it is thought that
Almaz-Antey is heavily involved in its
manufacture. Open sources state that the
pod is capable of locating and identifying
radio transmissions and radars, which
means that it has a probable bandwidth
of 0.5MHz to 18GHz. However, it is
possible that this pod collects ELINT for
later analysis on the ground, or shares its
information with other ground and air
assets either in real time or near-real time
using RF datalinks. It remains unknown
whether the aircraft’s two crew members

A Learjet C-21A aircraft belonging to the North Dakota Air National
Guard. A similar aircraft forms the basis of the FAA’s new ELINT
gathering capability.
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are trained to perform ELINT analysis. It
is entirely possibly that the deployment of
the UKR-RT pod onboard the aircraft is a
direct result of Russia’s ongoing military
intervention in Syria in support of the
regime of President Bashir al-Assad. The
deployment of the UKR-RT pod may give
the RUAF, and the Russian deployment
in general, improved abilities to locate
hostile insurgent communications which
can then be used to target such individuals.
I Conclusions

The trend towards the procurement of
business jets for the ELINT mission is
clearly apparent via planned procurements
witnessed over the past twelve months. For
example, in February 2016, it was reported
that the Royal Australian Air Force plans
to procure two G550 aircraft with the
integration of an intelligence, surveillance
and reconnaissance payload performed
by L3’s mission integration division. The
aircraft are expected to be delivered with
an ELINT payload, according to reports.
This could result in the Royal Australian
Air Force’s (RAAF) existing Lockheed
Martin AP-3C Orion Maritime Patrol
Aircraft (MPA) and their successor Boeing
P-8A Poseidon MPA, handing over the
ELINT mission to these G550s, which
are expected to be delivered by the end
of 2017, according to reports, with the
acquisition costing $93.6 million for both
aircraft. The new aircraft will help to evolve
a potent air defence suppression capability
when paired with the RAAF’s forthcoming
twelve Boeing EA-18G Growler electronic
warfare aircraft, and their accompanying
Raytheon/Orbital ATK AGM-88B/E High
Speed Anti-Radiation Missiles/Advanced
Anti-Radiation Guided Missiles.
Meanwhile, Israel is planning to
enhance its ELINT fleet with business jet
style platforms, as revealed in October
2016. Details on the type and number of
platforms that Israel will acquire to this
end are sparse, as are details on when
they could enter service. They will no
doubt enhance the Israeli Air Force’s
existing G550 Shavit aircraft. Although
not confirmed by either the IAF or Israel
Aerospace Industries (IAI), it is thought
that the G550 Shavit may use an airborne
ELINT system similar in design to IAI’s
EL/I-3001 Airborne Integrated Signal
Intelligence System, which can monitor
a waveband of 30MHz to 1.2GHz for the
detection of communications signals, and
between 500MHz and 18GHz for the
detection of radar signals.

SELF PROTECTION

CLOAK OF INVISIBILITY
Leonardo

Protecting aircraft from Radio Frequency (RF) and infrared threats remains
paramount for air forces around the world, as illustrated by the high levels of
activity which has occurred in this domain over previous year.

The RAF could soon begin using its new BriteCloud RF decoys operationally onboard its
Tornado-GR4 aircraft.

T

raditionally, many nations in the
develop the concepts of operation for the
Asia-Pacific region are taciturn
decoy’s use onboard the service’s Panavia
regarding their military procure- Tornado-GR4 fighter. Mr. Appleby stated
ments writ large, let alone air- that the decoy: “consists of a batteryborne electronic self protection
powered digital RF memory jammer in a
systems per se. Exceptions to this rule in- completely self-contained unit, reduced
clude the announcement by Leonardo that
to the size of a drinks can. The decoy is
the Tentara Nasional Indonesia-Angkatan
therefore small enough to be ejected from
Udara (TNI-AU/Indonesian Air Force) is
fighters in exactly the same way as a flare,
enhancing the self-protection of its BAE
allowing pilots to lure even the most upSystems Hawk Mk.209 fighters with the
to-date RF-guided missiles and fire control
firm’s SEER radar warning receiver. Ac- radars away from their aircraft.” Although
cording to Dave Appleby, vice president of
Leonardo has demurred from providing
sales for electronic warfare at Leonardo’s
a date as to when BriteCloud could enter
airborne and space systems division, this
frontline service onboard the Tornadoproduct is expected “to enter service soon” GR4, it is expected that this could occur
on these aircraft. The firm’s official litera- within the next two years. Leonardo stated
ture states that it is available in two ver- that the advent of BriteCloud marks an
sions; one of which covers a bandwidth of
important step for the service which will:
0.5 Gigahertz (GHz) to circa 18GHz, with “be the first air force worldwide to use
the other covering two gigahertz to circa
such a technology,” Mr. Appleby specified.
ten gigahertz.
He continued that the firm’s Miysis
Directional Infrared Countermeasure
I Europe
(DIRCM) had secured its first sale over
Meanwhile in November 2016, Leonardo
the past twelve months. According to the
confirmed to Armada that the RAF
firm’s official literature, the product can
has received BriteCloud RF decoys to
equip helicopters and wide-body aircraft,

providing all-aspect coverage against
infrared guided missile threats, using
lasers to neutralise them: “Miysis is readily
exportable and the first buyer is an export
customer, however, we can’t say anything
further at this stage,” Mr. Appleby added.
European airborne EW efforts are
also focusing on kinetic capabilities, and
in late 2016, Orbital ATK was awarded a
contract worth $14.7 million under the
US government’s foreign military sales
initiative to convert existing Raytheon
AGM-88B High Speed Anti-Radiation
Missiles (HARM) air-to-surface weapons
to Orbital ATK’s AGM-88E Advanced
Anti-Radiation Guided Missile (AARGM)
configuration. Reports have noted that
deliveries of 19 of these converted missiles
will be completed by September 2018,
and that these weapons will be used by
the Aeronautica Militaire (Italian Air
Force) Tornado-ECR electronic warfare
aircraft. Orbital ATK told Armada, via a
written statement, that the 500th example
of the missile will be handed over to
the US Navy in late May. Moreover, a
new variant of the weapon, known as
the AGM-88E AARGM-ER (Extended
Range) initiative commenced in 2016 and
the company added in its statement that
the project aimed: “to develop hardware
and software modifications to improve
the AARGM’s operational capabilities,
including extended range, survivability
and effectiveness against complex, new
and emerging threats.” The firm added that
its current work in this regard will focus
on designing a new rocket motor for the
missile, software updates, and additional
design and testing work. A technology
maturation and risk reduction phase is
expected to occur this year, the firm added,
with test rounds being delivered to the US
Navy in 2019.
US companies enjoyed additional
success in Europe during 2016 with
Northrop Grumman selected to provide
that company’s Large Aircraft InfraRed Countermeasure (LAIRCM) for
installation onboard the Luftwaffe
(German Air Force) Bombardier Global
2017 AIRBORNE ELECTRONIC WARFARE
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SELF PROTECTION
electronic countermeasure pods it was
reported in December 2016. The focus of
the upgrade was on improving the digital
receiver/exciter architecture within the
pod which both receives potentially hostile
RF transmissions for identification and
geolocation, and provides RF jamming
signals to neutralise those threats. Openly
available sources state that the AN/ALQ131 family has an RF range of between two
gigahertz and 20GHz, with the capability
to perform simultaneous jamming using
48 different waveforms. It is thought that
the RNLAF F-16A/Bs use the AN/ALQ131 Block-II variant of the ECM which
was delivered to the force from 1996. Each
AN/ALQ-131 system reportedly has a unit
price of around $1.2 million in 2003 US
dollars, with the RNLAF acquiring a total
of 105 pods.
Podded EW systems have also been
unveiled by Ukraine’s Radionix with the
firm announcing the commencement
of flight tests of its Omut-KM airborne
self protection system in November
2016. Having already performed groundbased and simulated tests, the flight test
regime will validate the capabilities of
the Omut, according to media reports.
These flight tests were performed using a
Ukrainian Air Force (UAF) Sukhoi Su-25
family ground attack aircraft. The Omut
architecture is offered in both a podded
and internal configuration. The company
has added that the Omut architecture
can be installed onboard the Sukhoi Su27 fighter family. The company released
no additional information as to whether
the jammer will equip UAF aircraft and,
if so, when deliveries of the jammer will
Leonardo

Express-5000 turbofan transport used by
dignitaries. There have been no reports
as to when the installation of this system
will be completed. The Luftwaffe is also
enhancing the self-protection of its
Tornado-ECR/IDS jets with the addition of
the Saab BOZ-101 electronic warfare pod.
The news of the acquisition, announced
in April 2017, will see 29 pods delivered
to equip these aircraft between 2017 and
2020. The BOZ-101 architecture includes
a missile approach warning system and
a countermeasures dispenser, with the
ability to launch flares to counter infrared
guided missiles downwards and sideways.
Away from Germany, countermeasures
dispensers acquired by the Koninklijke
Luchtmacht (Royal Netherlands Air Force)
are being enhanced, following the news in
March that the force will receive upgrades to
its Terma PIDSU pylons outfitting its General
Dynamics/Lockheed
Martin
F-16A/B
Fighting Falcon fighters. This will see the
pods being upgraded to the PIDS+ status with
the addition of a Missile Approach Warning
System (MAWS) and flare dispenser which
can launch flares diagonally. The upgrade
is reportedly to ensure that the aircraft can
defeat infrared (IR) guided surface-to-air
missiles. At the core of the upgrade will be the
addition of an Airbus/Hensoldt AN/AAR60(V)2 MILDS-F ultraviolet MAWS. The
installation of the flare dispenser will render
the PIDSU pod, which was hitherto only
capable of dispensing chaff to defeat surfaceto-air and air-to-air RF-guided missiles,
capable of defeating IR-guided missiles.
The Dutch F-16A/B aircraft have
also received an enhancement to their
Northrop
Grumman
AN/ALQ-131

Leonardo celebrated
the first sale of its
Miysis DIRCM to an
undisclosed customer.
The ECM uses lasers
to neutralise incoming
infrared-guided threats.
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commence and conclude. In addition, the
firm has released no information regarding
the pod’s performance.
I Russia

In late May 2016, KRET announced that
it would begin supplying a new Defensive
Aids subsystem (DASS) for the Mil Mi28N Night Hunter attack helicopters of
the Russian Air Force. A press release
issued by KRET revealed that the DASS
would contain laser detection equipment,
an ultraviolet MAWS; a chaff and flare
system; and a laser-based electronic
protection system for use against IRguided missiles. The press release did
not reveal the name of the new system,
how many would be supplied, and when
deliveries and installation onboard the Mi28N would commence and conclude. The
decision to equip the aircraft with a new
DASS could be a reaction to the combat
experience of the aircraft during Russia’s
intervention in the Syrian civil war, which
commenced on 30th September 2015.
On 12th April, a Mi-28N was reportedly
splashed by a Man-Portable Air Defence
System (MANPADS) SAM fired by rebels
opposed to the regime of Syria’s President
Bashir al-Assad outside the city of Homs,
southern Syria, claiming the lives of both
crewmembers.
Cryptically, the President-S/L370-5
DASS equips the Mi-28N. According to
open source reports, this DASS contains
exactly the same equipment as the new
DASS which KRET has announced it will
install across the Mi-28N fleet. This raises
the question as to whether all of the Mi28N fleet was originally outfitted with
the President-S/L370-5 DASS, with the
aircraft shot down on 12th April being
bereft of this equipment. Moreover, is
KRET’s announcement the result of a
Russian Ministry of Defence requirement
to now roll out the President-S/L3705 DASS across the entire Mi-28N fleet?
To further complicate matters, some
reports have stated that the aircraft
was not shot down by a MANPADS,
but crashed as the result of a technical
malfunction. Similarly, in August 2016,
KRET announced that it would offer its
Rychag-AB electronic warfare suite, which
is equipping the Mil Mi-8TRP1 mediumlift utility helicopters used by the Russian
armed forces for export. Few details have
been released regarding the Rychag-AB,
although it is known that it is capable of
jamming RF threats at a range of circa
53.9nm (100km).

USAF
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Northrop Grumman’s
LAIRCM is to equip
the Luftwaffe’s
Global Express-5000
aircraft used to
transport dignitaries.

I Middle East

Looking towards the Middle East and North
African regions, on 10th January, Harris
revealed that it had been awarded a contact
worth $90 million to supply its AN/ALQ211(V)4 Advanced Integrated Defensive
Electronic Warfare Suite (AIDEWS) to
the Royal Moroccan Air Force (RMAF).
An official press release from Harris
announcing the news also specified that
these AN/ALQ-211(V)4 systems will be
installed onboard the RMAF’s F-16C/D
Block-52+ fighters, of which the force is
reported to operate 15 and eight examples
respectively. The AN/ALQ-211(V)4 is an
internally-mounted self-defence ensemble
which contains a wideband digital receiver
which detects radar RF transmissions in a
dense electromagnetic environment, and
which can dispense chaff to neutralise such
threats. According to Armada sources,
deliveries of these systems will commence
by mid-2018.
Meanwhile, it was announced in
February 2017 that Terma would be
supplying technology based upon
that company’s Modular Aircraft SelfProtection Equipment (MASE) pod for
the Thrush S-2RT660 turboprop counterinsurgency aircraft being supplied to
the United Arab Emirates Air Force
(UAEAF), with each aircraft carrying two
MASE pods, both of which are linked to
a Terma AN/ALQ-213 electronic warfare
management system. The UAEAF is
expected to eventually receive a total of 24
S-2RT660 aircraft.
New electronic warfare products have
also been forthcoming from this region,
such as Bird Aerosystems’ SPREOS (SelfProtection Radar Electro-Optic System)
DIRCM. Launched at the Eurosatory

exhibition held in Paris in June 2016, the
product is designed to protect airborne
platforms against IR-guided missiles,
particularly those fired by MANPADS.
According to the firm the product is
currently in its final stages of development,
and may have already commenced flight
testing. Staying in Israel, new products
have been unveiled by Elbit Systems which
premiered its Light SPEAR self-protection
system designed for Unmanned Aerial
Vehicles (UAVs). Reports have stated that
the company has developed the system not
only to provide protection for a UAV, but
also to allow it to gather intelligence in areas
which might be considered too dangerous
for inhabited aircraft. Reportedly based
on Elbit’s Elisra system, already used on
a number of Israeli Air Force fixed-wing
and rotary-wing inhabited aircraft, the
Light SPEAR has been designed to have
a low size, weight and power ratio to
optimise it for UAV operations. At the
core of the Light SPEAR architecture,
the firm’s official literature notes, is a
combined Electronic Support Measure
(ESM), presumably to identify, locate and
categories RF threats, and an ECM which
then works to jam those threats. The
company continues that it makes use of
DRFM (Digital Radio Frequency Memory)
approaches, by which several jamming
channels can be used simultaneously to
cover a wide spectrum of RF threats. The
company has not revealed whether the
Light SPEAR is yet in service, or which
UAVs it does, or may, equip. In addition
to this product, a written statement
supplied by Elbit revealed that the firm
has developed the Micro SPEAR jammer
which: “is an extremely compact UAV EW
payload for self-protection and electronic

attack.” Joining these two products is the
firms’ new Air Keeper ELINT/EW product
which has: “intelligence gathering and
EW soft-kill capacities (which) enables
any existing cargo, transport or passenger
aircraft … to perform missions such as
intelligence gathering and EW. Reducing
the effectiveness of enemy radar and radio
systems, Air Keeper has the capability to
also target communications, radars and
other assets.”
The unveiling of the Light SPEAR
product is indicative of the trend being
witnessed to equip UAVs with selfprotection systems. For example, in
April 2017 it was revealed that General
Atomics had demonstrated one of the
company’s MQ-9 Reaper UAVs flying
with a Raytheon AN/ALR-69A radar
warning receiver outfitting one of the
aircraft’s under-wing pylons. While it
remains unclear whether the USAF, the
main US operator of this aircraft, will
retrofit it with the AN/ALR-69A, or will
procure several systems which can be
mounted on MQ-9 airframes if and when
those aircraft fly in hostile environments.
Although UAVs have always been seen as
ideal for so-called ‘dull, dangerous and
dirty’ missions, with a reported unit cost
of $6.6 million for a MQ-9, it is perhaps
unsurprising that efforts are being made
to protect UAVs, as well as utilising these
platforms for the general gathering of
ELINT above the battlefield. Elsewhere, in
December 2016, during the International
UAV exhibition held in Toronto, Cognitive
Systems exhibited what the firm states is
an electronic warfare system designed to
equip a UAV which can be fitted onto a
chip weighing 0.1 pounds (80 grams) and
perform real time RF signal sensing, with
the ability to sense, identify and geolocate
RF signals, according to the company.
Procurements of aircraft self-protection
systems have continued elsewhere around
the Middle East over the past year. For
example, Egypt procured BAE Systems’
AN/AAR-47 Common Missile Warning
Systems in late 2016 for use onboard
the Boeing AH-64D Apache helicopter
gunships used by the Egyptian Air Force
(EAF), in addition to the force’s Boeing CH47D Chinook heavy-lift helicopters and
Sikorsky UH-60A/M Black Hawk medium
lift utility helicopters. The deal, reportedly
worth $81.4 million, includes training,
technical assistance and test equipment. Self
protection equipment has also been sold to
the EAF through the US government FMS
(Foreign Military Sale) route for Airbus/
2017 AIRBORNE ELECTRONIC WARFARE
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Elbit Systems’ Light SPEAR
combined ESM and ECM is
indicative of the trend to
provide electronic warfare
systems to UAVs, both for the
gathering of ELINT, and also
for self-protection.

Hensoldt AN/AAR-60 MAWS and AN/
ALE-47 chaff and flare dispensing systems
for the two Cessna AC-208 Combat
Caravan special missions aircraft procured
from Orbital ATK’s special missions aircraft
division in late 2016.

for the Engineering, Manufacturing
and Development (EMD) phase for the
USAF’s Eagle Passive/Active Warning and
Sustainment System (EPAWSS) initiative.
The EMD phase, according to reports, is
expected to last until 2020. Overall, the
EPAWSS is intended to improve the
I North America
EW capabilities of the USAF’s Boeing
In terms of fighter EW capabilities, BAE
F-15C and F-15E Eagle/Strike Eagle
Systems’ AN/ASQ-239 is arguably at the
fighters, of which the force is thought to
leading edge of airborne EW capabilities. operate circa 431 examples. Boeing has
This system is equipping the Lockheed
tasked BAE Systems to develop the allMartin F-35A/B/C Lightning-II fighter
digital EPAWSS which will confer overall
and, during September 2016, the firm
improvements to the aircraft’s ability to
announced its 250th delivery of an AN/ detect hostile RF threats, and to disperse
ASQ-239 system for this aircraft. Steve
chaff and flare countermeasures against RF
Morais, director of engineering at
and IR guided surface-to-air and air-toBAE Systems, told Armada that while
air missiles. As Steve Morais, director of
production was occurring at a rate of four
engineering at BAE Systems told Armada:
AN/ASQ-239s per month in 2016, this is “modernisation
of
fourth-generation
expected to increase to eleven per month
fighter aircraft continued to be a high
by 2019. Little has been publicly revealed
priority for us … primarily demonstrated
regarding this systems’ performance, save
by our work on the F-15.” He continued
for the information that it provides a 360
that the firm’s philosophy was: “to take our
degree field of view of RF, IR and possibly
fifth generation EW capabilities and apply
laser threats around the aircraft in real
them to fourth generation aircraft to keep
time. BAE Systems’ official literature also
them relevant and effective as their service
notes that the AN/ASQ-239 includes a
lives continue to be extended past 2030.”
chaff and flare dispenser, along with a
In recent years, USAF officials have
countermeasures dispenser controller
stated that a mix of F-15C/E and F-22A
in addition to the AN/ASQ-239’s ESM
fighters will be the mainstay of USAF air
and threat detection equipment. Open
supremacy and air superiority doctrine
source reports have noted that significant
prior to the development of the so-called
architecture from BAE System’s AN/ALR- Penetrating Counter-Air (PCA) capability.
94 ESM which equips the Lockheed Martin The PCA effort is expected to yield a
F-22A Raptor fighter has been ported into
sixth-generation fighter which could
the AN/ASQ-239.
enter service in the 2040-2050 timeframe,
The United States continues to overhaul
according to USAF announcements. The
the EW capabilities of significant parts
EPAWSS improvements for the F-15C/E
of its combat fleet across the US armed
fleet is expected to replace the existing
forces. In November 2016, Boeing was the
BAE Systems AN/ALR-56C radar warning
recipient of a contract worth $478 million
receiver, Northrop Grumman AN/ALQ-
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135(V) radar jammer and Raytheon AN/
ALQ-128 Electronic Warfare Warning
System currently providing self defence
for the F-15C/E fleet, with the EPAWSS
expected to be retrofitted on the aircraft in
the coming five years, according to open
source reports, with Mr. Morais adding
that the first EPAWSS will be shipped to
Boeing at the end of this year for retrofit
onto the first F-15 family fighter. Beyond
the EPAWSS programme for the USAF,
Mr. Morais added that the firm is satisfying
F-15 family self-protection for other
customers: “The Digital Electronic Warfare
System (DEWS) is a foreign military sales
programme designed for international
customer’s next-generation F-15 fighter
fleets. BAE Systems currently supplies
DEWS to an (undisclosed) international
customer and is pursuing additional
opportunities. The programme’s initial
customer ferried its first aircraft in late 2016.”
He continued that deliveries to the DEWS
customer have commenced, and a potential
second customer could begin to receive the
DEWS for its F-15s from this year.
Additional EW support is being offered
to US military aircraft via Raytheon’s
ADM-160C MALD-J (Miniature AirLaunched Decoy-Jammer) expendable
payload designed to help protect combat
aircraft against RF threats. In November
2016, the ADM-160C’s manufacturer
was awarded a contract worth $76.1
million to provide ADM-160C decoys
and supporting equipment to the USAF,
with delivery of this contract expected
to be concluded by 2020, according to
media reports. Meanwhile, the ADM160C is being enhanced with Raytheon’s
Global Positioning System Aided Inertial
Navigation System-II (GAINS-II) upgrade.
The GAINS-II enhancement, according to
the company, achieves the twin benefits
of improving the navigation capabilities
of the ADM-160C, while ensuring that
the ADM-160C can do this within a
GPS jamming environment. The firm
told Armada that all of the ADM-160C
systems currently being produced and
delivered to the USAF are outfitted with
the GAINS-II enhancement, which can
be retrofitted onto existing ADM-160C
systems, although the firm is not aware of
any distinct USAF programme to retrofit
the existing inventory to this end.
The ADM-160C is cleared for use
onboard the F-16C/D fighter, which
can carry four, and the Boeing B-52H
Stratofortress strategic bomber which can
accommodate 16. To this end, the company

is working with the US Navy to examine
the feasibility of deploying the ADM160C onboard the US Navy’s Boeing F/A18E/F Super Hornet fighters. The ‘active
ingredient’ of the decoy is a Northrop
Grumman
Signature
Augmentation
System (SAS) which is thought to transmit
RF emissions which copy those produced
when the carrying aircraft reflects RF in
specific radar bands. The MALD-J may
well continue to include the SAS, possibly
affording the crew a choice between using
either spoofing or jamming tactics, or it
may dispense with the SAS altogether
to provide solely a jamming function
intended to blind enemy radars with noise.
Raytheon is also supporting US
Navy airborne EW efforts with its Next
Generation Jammer (NGJ) destined to
equip the service’s EA-18G Growler EW
aircraft. The NGJ will include an AESA
(Active Electronically Scanned Array)
antenna. This can be tasked to perform
different missions simultaneously while the
NGJ’s open architecture eases its upgrade in
the future. The NGJ will replace the Exelis/
Harris AN/ALQ-99E tactical jamming
systems currently used by the EA-18G. The
firm is forging ahead with the NGJ initiative,
with Travis Slocumb, vice president for
Raytheon’s EW systems division telling
Armada that, following the award of a US
Navy engineering and manufacturing
development contract in 2016: “we are on
track for an initial operating capability with
the US Navy in 2021.”
UAVs in the US military inventory are
also having their capabilities enhanced.
The US Army has issued a requirement
for a Multifunction Electronic Warfare
(MFEW) payload which, according to
public sources, is expected to equip the
General Atomics MQ-1C Grey Eagle UAV
operated by the force. Reports state that
the MFEW is expected to take the form of
a podded, wing-mounted payload. A socalled ‘Milestone-B’ decision, when the US
Army will take the decision on whether to
enter the technology maturation and risk
reduction phase for the MFEW initiative
for the MQ-1C is expected in circa 2018.
The efforts of the US Marine Corps
(UMSC), in terms of strengthening its
airborne EW capabilities, are focused on
the AN/ALQ-231 Intrepid Tiger-II pod.
This pod, open reports state, has been
designed to be platform agnostic, and
to perform several electronic warfare
missions. Already operational onboard
the USMC’s McDonnell Douglas/Boeing
AV-8B Harrier ground-attack aircraft, and
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The US Navy’s EA-18G aircraft will, in the future, be equipped with Raytheon’s NGJ, expected
to enter service in the 2021 timeframe.

the Corps’ McDonnell Douglas/Boeing
F/A-18C/D fighters, the latest version of
the pod, the AN/ALQ-231(V)3 performed
its maiden deployment on the USMC’s Bell
UH-1Y Venom light utility helicopters in
circa July 2016. Further migration of the
AN/ALQ-231 is expected onto the USMC’s
Bell AH-1Z Cobra attack helicopters,
Sikorsky CH-53K King Stallion heavy-lift
helicopters, plus its Lockheed Martin KC130J tankers and Bell-Boeing MV-22B
Osprey tiltrotors. The USMC’s Boeing/
Insitu RQ-21 Blackjack UAV is also
expected to receive the AN/ALQ-231.
The AN/ALQ-231 family includes several
systems designed according to the aircraft
that they equip, and whether they are
intended to jam radars or communications
traffic. The AN/ALQ-231’s genesis can be
traced back to late 2008 when the USMC
issued an operational requirement letter
pertaining to the Marine Air Ground Task
Force Electronic Warfare 2020 plan which
dealt with USMC airborne capabilities
upon the retirement of the forces’
Northrop Grumman EA-6B Prowler
electronic warfare aircraft, which continue
to fly these jets, unlike the US Navy which
retired the aircraft in 2015. Although the
AN/ALQ-231 is currently configured
for communications jamming, moves
are afoot to expand the systems’ mission
to include radar jamming under the
AN/ALQ-231 Intrepid Tiger-II Block-X
programme which commenced in 2016,
and for which funding was secured in the
2017 US defence budget.
The need for airborne self protection
for military aircraft shows no signs

of abating. As noted elsewhere in this
compendium,
the
electromagnetic
environment is an increasingly congested
place. Moreover, sophisticated Surfaceto-Air Missile (SAM) threats such as
Russia’s Almaz-Antey S-400 Triumf SAM
system represent a tangible threat to
the US and its allies around the world.
Open sources state that the S-400 has
a unit cost of circa $200 million for one
battalion which is thought to consist of
eight missile launchers, each including 32
missiles; accompanying ground-based air
surveillance and fire control radars; and
command and control vehicles. Published
sources continue that the 40N6 semiactive/active radar homing SAMs which
accompany the system can have a range
of up to 216nm (400km). Thus, the S-400
risks being a potent anti-access/area denial
weapon for an adversary whom may have
neither the cash, nor the ability, to procure
sophisticated 4.5 or fifth generation
fighters. Little surprise then that US and
Western rivals such as Russia and the
People’s Republic of China have acquired
this system, with Iran being muted as a
potential buyer. As the Defence Science
Board, which advises the US Department
of Defence on scientific and technical
matters noted in its 2015 publication 21st
Century Military Operations in a Complex
Electromagnetic Environment: “Owing to
the widespread and growing availability
of modern and highly capable electronics
throughout the world, adversaries
with limited resources are increasingly
able to present highly challenging EW
environments to US forces.”
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THE OUTSIDE OF THE ENVELOPE
USAF

As this compendium has shown, the continued proliferation of both military
and commercial RF (Radio Frequency) equipment, means that airborne EW will
continue to remain as important, if not more so, in the future.

The USAF’s F-22A fighters are one
platform that could benefit from the
current research being performed
via DARPA’s ARC programme.

T

ravis Slocomb, vice president
of electronic warfare systems at
Raytheon stated to Armada that:
“Electronic warfare is clearly growing in importance, particularly …
with the proliferation of commercial technology.” He continued that: “The need for
airborne EW systems and capabilities exists where there are air-to-air and surfaceto-air threats.” In addition to the important
role that ELINT (Electronic Intelligence)
collection plays in supporting operations
on the ground (see introduction): “The
threat is always the driver. It evolves quickly and is becoming increasingly dynamic
as adversaries exploit commercial technology. As the threat continues to evolve, so
will the need for airborne EW.” At the same
time: “The combination of threat advancement and ageing airborne EW systems has
customers looking for new or upgraded
electronic warfare capabilities,” stated
Steve Morais, director of engineering at
BAE Systems, while at the same time he
observed, countries around the world are
seeking to minimise defence expenditure.
Looking towards the future, The
Defence Research Advanced Projects
Agency (DARPA) which develops emerging
technologies on behalf of the United
States Department of Defence hopes to
migrate technology developed by BAE
Systems for DARPA’s Adaptive Radar
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Countermeasures (ARC) programme onto
current and future United States Air Force
(USAF) combat aircraft, sources close to
the programme have informed Armada.
The ARC programme commenced in 2012,
and BAE Systems began its work on the
initiative in 2013. According to DARPA’s
official literature, the goal of the ARC
programme is to: “automatically generate
effective countermeasures against new,
unknown and adaptive radars (surfacebased and airborne) in real-time in the
field.” To this end, the ARC architecture is
designed to: “isolate unknown radar signals
in the presence of other hostile, friendly and
neutral signals. Deduce the threat posed
by that radar; Synthesize and transmit
countermeasure signals to achieve a
desired effect on the threat radar. Assess the
effectiveness of countermeasures based on
over-the-air observable threat behaviours.”
The need for the ARC architecture,
which will develop signal processing
and algorithms to achieve these goals,
DARPA continued, is to enable the next
generation of radar warning receivers to
detect radar signals transmitted by systems
employing complex and agile waveforms
and frequency-hopping techniques to
reduce their probability of detection and
interception. This is distinct from legacy
analogue radars which have traditionally
employed fixed transmission frequencies,

and hence been easier to detect.
In early November 2016, BAE Systems
was awarded a contract by DARPA to
commence Phase 3 of the programme
worth $13.3 million. Phase 2, which was
also led by BAE Systems, demonstrated
the ability of the ARC architecture to
characterise radar transmissions and to
then adapt a countermeasures response
to address such threats. Phase 3 will
complete algorithm development for the
ARC initiative, and work on transitioning
the ARC architecture to USAF aircraft.
Confidential sources informed Armada
that the installation of such technology
could follow on USAF platforms such as
the Lockheed Martin F-35A LightningII and F-22A Raptor fighters, plus future
platforms such as the Northrop Grumman
B-21 Raider strategic bomber.
I Communications

Alongside technological developments
such DARPA’s ARC programme airborne
electronic warfare will continue to benefit
from increasing levels of technological
sophistication. As this compendium
has illustrated, airborne ELINT and EW
practitioners are dealing with a radio
spectrum which has, in many parts of the
world, unprecedented density. As Professor
David Stupples, director of electronic
warfare research at City University, London
noted the challenge today and in the future
will continue to be teasing the signals of
interest out from the overall RF (Radio
Frequency) environment. This can be
helped with ELINT and EW systems already
onboard aircraft which: “are carrying a
tremendous amount of signal processing
allowing real time analysis of signals, with
decision analysis.” At the same time, as noted
by Guy Alon, Israel Aerospace Industries’
ELTA Systems division’s electronic warfare
director: “The traditional way to collect
ELINT in the past has been at the platform
level, integrating data originated by the same
platforms. Today, you may collect ELINT
from a wide variety of platforms, airborne
and otherwise, which might not have
ELINT collection as their primary mission
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Technological Development
and integrate it in a unified ELINT centre
which enables high mission availability and
higher accuracy.” Technically, at the heart
of IAI’s philosophy in this regard is the
utilisation of a modular approach towards
the design and development of its ELINT
systems. This focuses on: “using the same
technological core which we can scale up
or scale down according to the platform
that the EW system will equip, whether
that is a large aircraft, or small unmanned
aerial vehicles, so they can all participate in
creating a common situational awareness
picture.”
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I The Market

Many companies involved in the airborne
EW domain are confident regarding the
market, predicting that the demand for
their wares will continue to rise: “We
believe that global demand for electronic
warfare equipment should see slow growth
over the next decade, reaching $20 billion
by 2026,” predicts a written statement
from Elettronica. BAE Systems is in
agreement. Steve Morais, the company’s
director of engineering stated that: “The
global electronic warfare market is
incredibly healthy, with industry analysts
projecting its continued growth at a rate of
I Managing Information
three percent over the next several years.”
Prof. Stupples continued that all of this
Dave Appleby, vice president of sales for
ELINT has to be assembled to provide an
electronic warfare at Leonardo’s airborne
accurate real-time Recognised Electronic
and space systems division observed that
Picture (REP) of the RF environment “The market for airborne EW is in fine health,
during an operation or during the day-to- indeed it is expanding as governments and
day activities of any military in peacetime. their ministries of defence recognise the
This is a trend observed by Mr. Alon who
need to understand how their adversaries
added that: “Our customers would like
are using the electromagnetic spectrum
to have all their ELINT delivered to one
and to protect their assets from modern
place, a command and control centre for
radar-guided threats.”
Mr. Appleby believes that the market is
example, so that it can be viewed in real
time.” In operational theatres, he continued, being driven by the changing nature of the
threats faced by the world’s air forces: “During
such a REP will need to be shared with
the largely asymmetric conflicts in Iraq and
aircraft however the issue of available
communications bandwidth will remain Afghanistan, airborne EW was limited to
the protection of forces from fairly low-tech
a challenge in this regard, Prof. Stupples
heat-seeking threats such as MANPADS
believes. Tactical Data Links (TDLs) such
(Man-Portable Air Defence System) surfaceas the North Atlantic Treaty Organisation’s
to-air missiles.” He added that: “current and
(NATO) Link-16 which provides secure
future conflicts are much more likely to
voice and data communications across a
involve also facing sophisticated, RF-guided
frequency range of 969 Megahertz/MHz
threats, and it is this requirement that is now
to 1.2 Gigahertz/GHz has a bandwidth
driving the market.” Elettronica, meanwhile,
sufficient to carry data at rates of between
2.4 kilobits-per-second (kbps) to 16kbps. observed that: “modern warfare is placing a
greater emphasis on information superiority
Link-16, which provides the TDL bedrock
and situational awareness. This is expected
during NATO air operations is set to
to be a major factor in driving spending
remain as NATO’s standard TDL in this
in this sector.” The firm continued that 36
regard for at least the next decade, if not
percent of the growth during this coming
beyond. Given that such TDLs might be
decade will be dedicated to airborne EW
insufficient to handle distributing a real
systems and capabilities. Nevertheless, the
time REP, Prof. Stupples argued that one
company also stated that declining defence
option to sidestep the bandwidth challenge
budgets in developing countries could
would be to download a version of the REP
hinder the growth of this market, although
into an aircraft’s mission computer when it
it is confident that demand from North
is on the ground prior to a mission, and
instead use the TDLs to update this picture America, the Asia-Pacific and Europe will
continue to dominate.
on the aircraft as and when changes occur.
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ON THE COVER: BAE Systems is developing a new
electronic warfare system for the US Air Force Special
Operations Command MC-130J Commando-II special
missions aircraft. © USAF
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Self-Protection for Mission Success

Real-time precise threat location
and suppression systems
EW pods
• Self-protection pods
• Escort Jammer
• Combat-proven worldwide
Radar Warning & Locating (RWL) system
• Enhanced Situational Awareness
• Compatible with UAS,
helicopters & fixed-wing
aircraft
Self-Protection Pod
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